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Change Log

Date Change Description

2023-05-15 Initial release.

2023-05-16 Added:
e Per-ADOM log rate on page 22
» Fabric of FAZ: Central report support and creating Fabric groups on page 63

2023-05-19 Added:
¢ Webhook Connector to Support MS Teams on page 7
¢ Report guidance on page 34
¢ CIS Controls Security Rating report on page 41

2023-05-31 Added Operational Technology on page 74.

2023-06-16 Added:
¢ FortiSoC GUI reorganization on page 11
¢ New charts in the Asset Identity Center on page 9
¢ Shadow IT Report on page 42
¢ Time zone settings per ADOMs/Reports on page 46

2023-06-21 Added Fluentd support for public cloud integration on page 30.
2023-06-30 Added Operational Technology (OT) Security Service on page 74.
2023-07-17 Updated Time zone settings per ADOMs/Reports on page 46.
2023-08-31 Initial release of FortiAnalyzer 7.4.1.
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Overview

This guide provides details of new features introduced in FortiAnalyzer 7.4. For each feature, the guide provides detailed
information on configuration, requirements, and limitations, as applicable.

The FortiAnalyzer new features are organized into the following categories:

« Fabric View on page 7

o Security Operations (SOC) on page 9
o Log and Report on page 16

e System on page 50

» Cloud Services on page 70

o Operational Technology on page 74

For a list of all features organized by the version number that they were introduced, see Index on page 82.
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Fabric View

Fabric View

This section lists the new features added to FortiAnalyzer for Fabric View:

« Connectors on page 7

Connectors

This section lists the new features added to FortiAnalyzer for connectors:

» Webhook Connector to Support MS Teams on page 7

Webhook Connector to Support MS Teams

Ay
‘9' This information is also available in the FortiAnalyzer 7.4 Administration Guide:
- ¢ Creating or editing ITSM connectors

A webhook connector has been added in FortiAnalyzer to support MS Teams. This connector can be used to post a
message in MS Teams.

To create a MS Teams connector:

1. Go to Fabric View > Fabric Connectors.
2. Click Create New.
The Create New Fabric Connector pane displays.

212 FPC-FAZL ADOM:root  >_ @~ eadmin v

Dashboard

Create New Fabric Connector - Select Connector Type (1/2) x
B Device Manager
B Fortview N Please choose a connector type
B Log View N Search... Q
I @ Fabric View . ITSM (4) ~

Automation

Fabric Connectors

Asset Identity Center

Subnets
[ Incidents & Events >

ServiceNow Slack Connector MS Teams Generic Connector
B Reports > Connector Connector
£ System Settings >
Security Fabric (3) ~
FortiClient EMS FortiMail FortiCASB

3. Inthe ITSM section, double-click MS Teams Connector.
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Fabric View

4. Configure the following options:

Name

Description

Protocol

Method

Title

Teams Webhook URL
HTTP Body

Status

£12 FPC-FAZL

Type a name for the fabric connector.

(Optional) Type a description for the fabric connector.
Select HTTPS.

Select POST.

Type a title for the fabric connector.

Enter the incoming webhook URL created in MS Teams.

Enter the HTTP body of the message that should be sent by the connector.
Forexample, { \"text\": \"<message to send>\" }.

Enabled by default. The connector can be disabled, as needed.

@ Dashboard Create New Fabric Connector - MS Teams Connector (2/2)
B Device Manager
8 Fortiview > Connector Settings
M Log View > Name
I @ Fabric View v -
Description
Automation
Fabric Connectors
Asset Identity Center
Subnets
Microsoft Teams
Incidents & Events >
B Reports >, Protocol
£ System Settings > Method
Title
Teams Webhook URL
HTTP Body
Status
FZERTINET
5. Click OK.
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Security Operations (SOC)

Security Operations (SOC)

This section lists the new features added to FortiAnalyzer for security operations (SOC):

o Asset and Identity on page 9
o Others on page 10

Asset and Identity

This section lists the new features added to FortiAnalyzer for asset and identity:

* New charts in the Asset Identity Center on page 9

New charts in the Asset Identity Center

¢ Asset Summary

s‘é’, This information is also available in the FortiAnalyzer 7.4 Administration Guide:
- * |dentity Summary

The new Asset Identity Center pane combines the previous Asset Center and Identity Center panes. There are new and
updated widgets in the Asset Identity Center, which can be used for analysis of endpoints and end users.

Go to Fabric View > Asset Identity Center > Summary. By default, the pane displays the Asset dashboard. You can click
Identity to display the Identity dashboard. From the Toggle Widgets dropdown, select which widgets should display on
the dashboard. You can filter all widgets on the dashboard from Settings.

£22 Enterprise_FortiAnalyzer =

ETLVEUN Asset Identity List | Custom View v

Toggle Widget v
>
> | Detection Method & [I =v || Detection Source
| @ Fabric View v
Automation W by fetuid
@ by_mac Enterprise_Core
Fabric Connectors M by_sno
Asset Identity Center

Subne
B Incider
B Repor
£ System Settings >

Enterprise_Second_Floor

Branch_Office 02

Branch.Offce 01 _

FiIRTINET

The Asset dashboard includes the following widgets:

Detection Method Displays endpoint detections by method.

Detection Source Displays a breakdown of the asset center data sources.
Identification/Unidentified Displays the number of detected endpoint assets that are identified and
Asset unidentified.
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Security Operations (SOC)

Hardware/OS Distribution
Discovery Timeline
Identified Active Asset
Assets By Location
Identified Activity Timeline
Changes Timeline
Unidentifed Active Asset

Unidentifed Activity Timeline

£22 Enterprise_FortiAnalyzer =

Displays endpoint hardware operating system distribution.

Displays an asset discovery timeline.

Displays identified asset visibility over the past 24 hours to 52 weeks.

Displays identified assets by location.

Displays a first seen, last update, and last seen identified asset activity timeline.

Displays an asset changes timeline.

Displays unidentified asset visibility over the past 24 hours to 52 weeks.

Displays a first seen, last update, and last seen unidentified asset activity timeline.

ADOM:root >~ @~ L 2 ~ eadminv

Dashboard ETUIENAN  Asset Identity List | Custom View v

= Device Manager
Toggle Widget v
B FortiView >

Number of Active Users

Today
Fabric Connectors

Asset Identity Center Last7 days } } }

Subnets
Last 4 weeks
B Incidents & Events >

B Reports Last 3 months
£ System Settings >

Last 6 months

o 20 0 60
FiIRTINET

} } B Last 4 weeks

80 100 120

User Groups

The Identity dashboard includes the following widgets:

Top Users

Number of Active Users
User Groups

User's Location

User's Manager
Discovery Timeline
Activity Timeline

Endpoint Tag Distribution

Others

Displays asset user data.

Displays user visibility data over the past 24 hours to 52 weeks.

Displays user groups.

Displays user numbers by location.

Displays user numbers by manager.

Displays the user discovery timeline.

Displays the user activity timeline.

Displays the distribution of endpoint tags.

This section lists the new features added to FortiAnalyzer for other topics related to security operations:

e FortiSoC GUI reorganization on page 11
» Notifications for new Outbreak Alerts 7.4.1 on page 14

FortiAnalyzer 7.4.0 New Features Guide
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Security Operations (SOC)

FortiSoC GUI reorganization

The FortiSoC features have been organized in the following areas of the GUI:

e Incidents & Events
e FortiView
o Fabric View

To create and manage events, go to Incidents & Events.

£12 Enterprise_FortiAnalyzer

@ Dashboard FUIXSZW By Endpoint v | By Threat v | System Events v | Custom View v | Toggle Views O
B Device Manager
a B Al Devices - Last 7 Days..~ ” Expand All O Show Acknowledged CRefresh~ & B~ &
FortiView >
[ Add Fiter] o ‘
M Log View >
Fabric View N O # Event Event Statu Event Type Count Severity  First Occurrence ¥ Last Update Additional Info
B incid oy o1 > 10.100.9... Unhandled SIEM 126 High 4 hours ago Afew seconds ago
4 Incidents & Events v
o 2 >23.2534.. Unhandled & Traffic 1800 @ Critical 4 hours ago A few seconds ago
Event Monitor
0 3 >176316.. Unhandled & Traffic 1868 @ Critical | 5 hours ago Afew seconds ago
s 0 4  >14881.1.. Unhandied %t Traffic 1869 @®Critical |5 hours ago Afew seconds ago
Incidents O |5 | >10200.1.. Unhandied .. 158 @®Critical |5 hours ago Afew seconds ago
Threat Hunting 0O 6 >2112(2) Contained SIEM 312 Medi... 5 hours ago A few seconds ago
Log Parser o7 »10.200.1.... Unhandled % Traffic 121 @ Critical | 5 hours ago Afew seconds ago
Outbreak Alerts o 8 >10.200.1.... Unhandled .. 188 @ Critical | 5 hours ago Afew seconds ago
B Reports >| O 9  >10200.1.. Unhandled %% Traffic 122 @ Critical | 5 hours ago Afew seconds ago
& Management Extensions o 10 > 10.100.9... Unhandled SIEM 165 High 4 hours ago Aminute ago
£ System Settings O 11 >10.1009.. Unhandied .. 3963 High  5hours ago Aminute ago
0 12 >10.200.1... Unhandled .. 170 @ Critical | 4 hours ago Aminute ago
F:ATINET o 13 > 10.200.1.... Unhandled =& Traffic 121 @ Critical | 5 hours ago A minute ago

Incidents & Events includes the following:

Event Monitor View events generated by event handlers.
For more information, see the FortiAnalyzer Administration Guide.
Handlers Configure data selectors, notification profiles, basic event handlers, and
correlation event handlers.
For more information, see the FortiAnalyzer Administration Guide.

Incidents Create and update incidents to track and analyze events.
For more information, see the FortiAnalyzer Administration Guide.
Threat Hunting View a log count chart and SIEM log analytics table. The Threat Hunting
dashboard is only available in Fabric ADOMs when ADOMs are enabled.
For more information, see the FortiAnalyzer Administration Guide.

Log Parser View and manage SIEM log parsers.
For more information, see the FortiAnalyzer Administration Guide.
Outbreak Alerts View outbreak alerts and automatically download related event handlers and

reports from FortiGuard. The FortiAnalyzer Outbreak Detection Service is a
licensed feature.

For more information, see the FortiAnalyzer Administration Guide.

To review incidents and events in dashboards, go to FortiView > Monitors > Incidents & Events.

FortiAnalyzer 7.4.0 New Features Guide
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Security Operations (SOC)

FortiAnalyzer

Dashboard

Device Manager

FortiView v
Threats

Traffic

Shadow IT

Applications & Websites

VPN

System
T
M LogView >
@ Fabric View >
[ Incidents & Events >
B Reports >
B Management Extensions
& System Settings

Fi:RTINET

Dashboard

Device Manager

FortiView v
Threats

Traffic

Shadow IT

Applications & Websites

VPN

System
T
M LogView >
@ Fabric View >
[ Incidents & Events >
B Reports >
B Management Extensions
& System Settings

Fi:RTINET

® Threats

Toggle Widget ~

& Refresh ~

2 Traffic
Applications & Websites
i Compromised Hosts
Incidents & Events

E Events

Incidents
€3 Secure SD-WAN Monitor
€3 SD-WAN Summary
€ Traffic Shaping Monitor
ZTNA
FortiSandbox Detections

Fabric State of Security
VPN

WiFi

loT

Local System Performance

Global Threat Research

4 ¢ e D)o a0 BDd

Local Threat Research

Custom Views >

o]

Toggle Horizontal Menu

® Threats

2 Traffic

Applications & Websites
i Compromised Hosts
I Incidents & Events v
B Events
€3 Secure SD-WAN Monitor
€3 SD-WAN Summary
€ Traffic Shaping Monitor
ZTNA
FortiSandbox Detections

[

B

=

@ Fabric State of Security

o VPN

= WiFi

® loT

& Local System Performance
® Global Threat Research
% Local Threat Research

2 Custom Views >

| Toggle Horizontal Menu

Event Summary o=~

Total Events Generated
871

Total Events Mitigated

0]

Total Events Unhandled

771

Top 10 Events by Type

Events by Severity [

- High
= Medium
= Critical

871

Events by Severity

Top 10 Events by Handler o

Outbreak Alert - Emo

Toggle Widget ~

& Refresh ~

Total Incidents o =~

= Analysis

459

Total Incidents

Unsolved Incidents

459

Unsolved Incidents

- High
== Medium
- Low

ncidents Timeline

- Uncategorized -0~ Malicious Code

400
2023-04-13

300 ® Uncategorized 452 [------------mo-moommooeee e
® Malicious Code 7

200

FortiView > Monitors > Incidents & Events includes the following dashboards:

Events

This dashboard includes the following widgets:

e Event Summary
e Top 10 Events by Type
e Events by Severity

FortiAnalyzer 7.4.0 New Features Guide
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Security Operations (SOC)

Incidents

» Top 10 Events by Handler

This dashboard includes the following widgets:
» Total Incidents

e Unsolved Incidents
¢ Incidents Timeline

To configure FortiSoC playbooks, go to Fabric View > Automation.

Enterprise_FortiAnalyzer

@ Dashboard

B Device Manager

FortiView

M LogView

@ Fabric View
Automation
Asset Identity Center
Connectors

B Incidents & Events

B Reports

E Management Extensions

¥ System Settings

FZERATINET

CNURSUY  Connectors | Playbook | Playbook Monitor ']
>
—e— e e e e e -
> | Playbook Summary 0no=v Total Executed Playbooks and Actions Trend 1o=v

|
|
|
|
|
| 0 Playbocks -0~ Actions

Total Playbooks Executed

1865

20230412
@ Playbooks 1,865
® Actions 7,021 [

Total Playbook Actions Executed

7021

Playbooks Executed 0=~

. Get Cloud Service Data (FortiCash Connector)

8 Demo Playbook- Run Vuln Scan

8 Demo Playbook- Get Process List
Demo Playbook- Get Software Inventory

8 Demo Playbook- Critical Intrusion Incident

8 Demo Playbook- Compromised Host Incident

=8 Get Vulnerabilities from EMS (EMS Cannectar FortiDemo)

BB Get Software Inventary from EMS (EMS Connector FortiDemo)
Update Asset and Identity Database (EMS Connector FortiDemo)

1865

Playbooks Executed

Fabric View > Automation includes the following:

Summary View playbook performance in a dashboard. This includes widgets for total
playbooks, playbooks executed, and an actions trend.
For more information, see the FortiAnalyzer Administration Guide.
Connectors View the status of available connectors supported for playbook automation.
For more information, see the FortiAnalyzer Administration Guide.
Playbook Configure and manage playbooks.
For more information, see the FortiAnalyzer Administration Guide.
Playbook Monitor View playbook jobs in a table view.

For more information, see the FortiAnalyzer Administration Guide.
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Security Operations (SOC)

Notifications for new Outbreak Alerts -7.4.1

A\,

‘9' This information is also available in the FortiAnalyzer 7.4 Administration Guide:
- ¢ Outbreak Alerts

When new Outbreak Alerts are received, GUI notifications are added in the banner, ensuring timely notification for

administrators.

In the Outbreak Alerts pane, the Outbreak Alerts can now be sorted by Date or Severity, allowing for easy browsing and
retrieval based on these criteria. A "New" tag is also added to alerts received in the current month to distinguish them

from previous alerts.

For example, see the image below.

@ Dashboard

2 Device Manager Groupby @ Date O Severity
B Fortiview > Search... Q
M Log View > @ 2023
@ Fabric View > © uly
Incidents & Events v B
Event Monitor B @D SolarView Compact C
Handlers @D Apache RocketMQ Ri
Incidents June
Threat Hunting May
Log Parser April
B Reports > February
£ System Settings > January
2022
2021
2020
FiERTINET

A 3 new outbreak reports

:RTINET

OUTBREAK ALERTS &

Microsoft Office and Windows HTML RCE
Vulnerability
Unpatched Zero-day exploited in the wild

https://www. microsoft com/en-us/security/blog/2023/07/11/storm-0978-attack: I-fi ial-and-espi it
CVEs: CVE-2023-36884

Microsoft has identified a phishing campaign conducted by the threat actor tracked as Storm-0978 targeting defense and government entities in
Europe and North America. The campaign involved the abuse of CVE-2023-36884, a remote code execution vulnerability exploited via specially
crafted Microsoft Office documents spread using phishing techniques

Background Storm-0978 (also referred to as RomCom) is a cybercriminal group based out of Russia, known to conduct

P Iy, Storm-0978 has been seen using the "Industrial Spy" ransomware and a
ransomware variant called "Underground”. Storm-0978 is also known to target organizations with trojanized
versions of popular legitimate software. Some of the identified ransomware attacks have impacted the
telecommunications, finance industries, and government institutions.

Use the tree menu in the sidebar to expand and browse the list of alerts.

@ Dashboard

= Device Manager Groupby @ Date Q Severity
FortiView > Search Q
M LogView > @ 2023
@ Fabric View > 0 July
F@ Incidents & Events v B
Event Monitor & @ SolarView Compact ¢
Handlers @D Avache RocketMQ R
Incidents June
Threat Hunting May
Log Parser April
B Reports > February
# System Settings > January
8 2022

BS Zerobot Attack

B5 VMware Spring Cloud Function

5 Generic Web Application Firew:

B Microsoft Signed Driver Malwar
Atlassian Confluence and JIRA €
Redigo Attack

B Hive Ransomware

]
<ATINET <
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OUTBREAK ALERTS &

Microsoft Office and Windows HTML RCE
Vulnerability
Unpatched Zero-day exploited in the wild

https://www.microsoft com/en-us/security/blog/2023/07/11/storm-0978-attack: I-fi l-and-espi t
CVEs: CVE-2023-36884

Microsoft has identified a phishing campaign conducted by the threat actor tracked as Storm-0978 targeting defense and government entities in
Europe and North America. The campaign involved the abuse of CVE-2023-36884, a remote code execution vulnerability exploited via specially
crafted Microsoft Office documents spread using phishing techniques.

Background Storm-0978 (also referred to as RomCom) is a cybercriminal group based out of Russia, known to conduct

, St 8 has been seen using the "Industrial Spy” ransomware and a
ransomware variant called "Underground”. Storm-0978 is also known to target organizations with trojanized
versions of popular legitimate software. Some of the identified ransomware attacks have impacted the
telecommunications, finance industries, and government institutions.
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Security Operations (SOC)

After refreshing the pane, you will no longer see the New tag.

@ Dashboard

3 Device Manager

B FortiView

M Log View

@ Fabric View

Incidents & Events
Event Monitor
Handlers
Incidents
Threat Hunting

Log Parser

Outbreak Alerts

B Reports
£ System Settings

Group by @ Date Q Severity

> Search... Q
> @202
> & July
B SolarView Compact Comma
Apache RocketMQ Remote
June
May
April
March
> February
> January
2022
2021
2020
—

F:RTINET

OUTBREAK ALERTS

Microsoft Office and Windows HTML RCE
Vulnerability
Unpatched Zero-day exploited in the wild

https://www. microsoft com/en-us/security/blog/2023/07/11/storm-0978-attack: I-fi
CVEs: CVE-2023-36884

ial-and-espi t

Microsoft has identified a phishing campaign conducted by the threat actor tracked as Storm-0978 targeting defense and government entities in
Europe and North America. The campaign involved the abuse of CVE-2023-36884, a remote code execution vulnerability exploited via specially
crafted Microsoft Office documents spread using phishing techniques

Background Storm-0978 (also referred to as RomCom) is a cybercriminal group based out of Russia, known to conduct

P Iy, Storm-0978 has been seen using the "Industrial Spy" ransomware and a
ransomware variant called "Underground”. Storm-0978 is also known to target organizations with trojanized
versions of popular legitimate software. Some of the identified ransomware attacks have impacted the
telecommunications, finance industries, and government institutions.

To group alerts in the sidebar by severity instead of Date, select the Severity radio button.

@ Dashboard

3 Device Manager

B FortiView

M Log View

@ Fabric View

Incidents & Events
Event Monitor
Handlers
Incidents
Threat Hunting

Log Parser

Outbreak Alerts

B Reports
£ System Settings

FortiAnalyzer 7.4.0 New Features Guide
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Group by

> Search...
> | @ Citical
> B

<
PRPFPPEPEPR

>

1

>

PPFEREER

High

QO Date @ Severity

Q

Progress MOVEit Transfer SQL |
3CX Supply Chain Attack
Outbreak Alert- 2022 Annual R¢
Hive Ransomware

CISA Top 20 Vulnerabilities
Microsoft Exchange ProxyNotst
Apache Logdj2 Vulnerability
VMWare SpringdShell Vulnerab
Microsoft PrintNightmare Vulne
Kaseya VSA Attack

F5 BIG-IP & BIG-1Q Vulnerabilit
Microsoft Exchange Server RCE

SolarWinds Orion Attack

Medium

Microsoft Office and Windows HTML RCE
Vulnerability
Unpatched Zero-day exploited in the wild

https://www. microsoft com/en-us/security/blog/2023/07/11/storm-0978-attack: I-fi
CVEs: CVE-2023-36884

ial-and-espi t

Microsoft has identified a phishing campaign conducted by the threat actor tracked as Storm-0978 targeting defense and government entities in
Europe and North America. The campaign involved the abuse of CVE-2023-36884, a remote code execution vulnerability exploited via specially
crafted Microsoft Office documents spread using phishing techniques

Background Storm-0978 (also referred to as RomCom) is a cybercriminal group based out of Russia, known to conduct

P Iy, Storm-0978 has been seen using the "Industrial Spy" ransomware and a
ransomware variant called "Underground”. Storm-0978 is also known to target organizations with trojanized
versions of popular legitimate software. Some of the identified ransomware attacks have impacted the
telecommunications, finance industries, and government institutions.
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Log and Report

Log and Report

This section lists the new features added to FortiAnalyzer for logs and reports:

Logging on page 16

Log Forwarding on page 30
Reports on page 34

Others on page 46

Logging

This section lists the new features added to FortiAnalyzer for logging:

FortiAnalyzer supports FortiWWeb Cloud attack logs on page 16

Support parsing and addition of third-party application logs to the SIEM DB on page 17
Per-ADOM log rate on page 22

Support EMS multitenancy via FortiAnalyzer ADOMs 7.4.1 on page 24

Logging support for FortiCASB 7.4.1 on page 26

Logging support for FortiPAM 7.4.1 on page 28

Logging support for FortiToken Cloud 7.4.1 on page 29

FortiAnalyzer supports FortiWeb Cloud attack logs

FortiAnalyzer now supports FortiWeb Cloud attack logs, and additional event/attack log fields have been added.

After adding and authorizing a FortiWeb Cloud device in FortiAnalyzer, you can view Attack and Event logs from this
device in Log View.

To view FortiWeb Cloud logs in FortiAnalyzer:

1.
2,

In Device Manager, add and authorize the FortiWeb Cloud device.
To view logs from the FortiWeb Cloud device, go to Log View > Log Browse.

[add Fiter © BAlDevices - @ Last 1Day~ M Display Bl Delete & Download ] Import
O #  DeviceName Serial Number VDOM Type File Name From To Size

1 FVBCLD3920584167 FVBCLD3920584167 root Attack alog.log 2023-01-30 16:10:21 2023-02-02 10:11:46 17.3k
2 FVBCLD3920584167 FVBCLD3920584167 root Event elog.log 2023-01-30 16:10:21 2023-02-02 10:25:37 11.2k
3 FVBCLD3546102879 FVBCLD3546102879 root Attack alog.log 2023-01-30 16:10:20  2023-02-02 10:11:53 23.0k
4 FVBCLD3546102879 FVBCLD3546102879 root Event elog.log 2023-01-30 16:10:19 2023-02-02 10:25:40 12.6k
5 self FAZVMSTM22000868 leo-FWB-CLD App Events rlog.log 2023-01-29 17:44:40  2023-02-02 10:14:49 4.1k

You can also go to Log View > FortiWeb > Attack. This includes FortiWeb Cloud attack logs, as well as four new
fields:

e user_id, which corresponds to the User ID column

» app_id, which corresponds to the Application ID column

e app_name, which corresponds to the Application Name column

» app_domain, which corresponds to the Application Domain column
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See an example of Log View > FortiWeb > Attack below.

B AllFortiweb » @ Last 1 Hour~ 09:30:50 To 10:30:49 @ -

°al e
# ¥ Date/Time Device ID Source Name Action HTTP URL HTTP Host Message Application Name Application Domain Application ID Login User Name User Name
1 10:11:44 FVBCLD354. Block none none IP Protectio... WestWind DI www.westwinddi.com 1082477833 Unknown 1245460@qq..
2 10:11:43 FVBCLD392... Alert none none Bot Verifica... recepti ed... recepti educ... 5186413233 Unknown 1245460@qq...
3 10:11:42 FVBCLD392.. Monitor  /SeguroDeAu... autos.elpotosi.... Cookie Sec... autos autos.elpotosicommx 6136600265 Unknown 1245460@qg...
4 10:11:41 FVBCLD392... Block /wp-admin/a.. wwwhketorg  KnownAtta.. KET.org ket.org 3791383091 Unknown 1245460@qq...
5 10:11:40 FVBCLD354.. Block none none IP Protectio... WestWind DI www.westwinddicom 1082477833 Unknown 1245460@qq....
6 10:11:39 FVBCLD354... Alert none none Bot Verifica... recepti ed... recepti duc... 5186413233 Unknown 1245460@qq...
7 10:11:38 FVBCLD392 Monitor  /SeguroDeAu... autos.elpotosi... Cookie Sec... autos autos.elpotosi.commx 6136600265 Unknown 1245460@qg...
8 10:11:37 FVBCLD354... Block /wp-admin/a... wwwhketorg  KnownAtta.. KET.org ket.org 3791383091 Unknown 1245460@qq...
9 10:11:36 FVBCLD354... Block none none IP Protectio... tWind DI : om 1082477833 Unknown 1245460@qa...
10 10:11:35 FVBCLD392... Alert none none Bot Verifica... recepti ed... recepti duc... 5186413233 Unknown 1245460@qq...

Finally, you can also go to Log View > FortiWeb > Event. This includes FortiWeb Cloud event logs, as well as five
new fields:

e user_id, which corresponds to the User ID column

» login_user, which corresponds to the User column

e app_id, which corresponds to the Application ID column

e app_name, which corresponds to the Application Name column

e app_domain, which corresponds to the Application Domain column
See an example of Log View > FortiWeb > Event below.

B All FortiWeb ~ @ Last 1 Hour~ 09:31:51To 10:31:50 @ s

oale
# ¥ Date/Time Device ID Level Action Message Application Domain Application ID Application Name User
1 10:25:32 FVBCLD3546102879  INFO EDIT The endpoint settin... www2.mydemolab.ga 2623501487 MyApp10 1245460@qa.c..
2 10:25:31 FVBCLD3920584167 INFO SYSTEM Health check statu... www2.mydemolab.ga 2623501487 MyApp10 1245460@qa.c.
3 10:25:30 FVBCLD3920584167  INFO EDIT The DNS Status of ... agents.etimad.pk 9462702209 Agent Etimad 1245460@qa.c..
4 10:25:29 FVBCLD3920584167  INFO LOGIN User logged in fro..  NULL NULL NULL 1245460@qaL.c...
5 10:25:28 FVBCLD3920584167  INFO EDIT The endpoint settin... www2.mydemolab.ga 2623501487 MyApp10 1245460@qac...
6 10:25:27 FVBCLD3920584167 INFO SYSTEM Health check statu. www2.mydemolab.ga 2623501487 MyApp10 1245460@qa.c.
7 10:25:26 FVBCLD3920584167  INFO EDIT The DNS Status of ... agents.etimad.pk 9462702209 Agent Etimad 1245460@qa.c..
8 10:25:25 FVBCLD3920584167  INFO LOGIN User logged in fro...  NULL NULL NULL 1245460@qaLc...
9 10:25:24 FVBCLD3920584167  INFO EDIT The endpoint settin... www2.mydemolab.ga 2623501487 MyApp10 1245460@qaLc...
10 10:25:23 FVBCLD3920584167  INFO SYSTEM Health check statu... www2.mydemolab.ga 2623501487 MyApp10 1245460@qaL.c...

Support parsing and addition of third-party application logs to the SIEM DB

\ L}
‘Q' This information is also available in the FortiAnalyzer 7.4 Administration Guide:

e SIEM log parsers

FortiAnalyzer supports parsing and addition of third-party application logs to the SIEM DB.
There are two types of log parsers:

» Predefined parsers
o Custom parsers
You can find predefined SIEM log parsers in Incidents & Events > Log Parser > Log Parsers. There are predefined

parsers for all fabric related Fortinet products. Predefined Apache and Nginx web server log parsers have also been
added to this list of predefined SIEM log parsers.

The configuration of each SIEM log parser (predefined and custom) is specific to the ADOM that you are in. Any changes
to an existing parser or any newly added parsers will only affect the ADOM that the action was completed in. Ensure you
are in the correct ADOM when working with log parsers.

The following information is provided in this topic:

« Toview the log parsers: on page 18
« The Apache web server log parser: on page 19
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« The Nginx web server log parser: on page 19
e Toimport a custom log parser: on page 20

To validate if the original logs can be parsed: on page 21
« To assign devices to a log parser: on page 21

To view the log parsers:

1. InIncidents & Events > Log Parser > Log Parsers, select Show Predefined and/or Show Custom to show the
available log parsers in the table view.
Each predefined log parser is assigned a default Application and Category. Custom log parsers are assigned a
default Application and Category when they are imported.
The # column is the priority of each Siem Log_Parser from highest (1) to lowest. By default, newly imported custom
log parsers are assigned the lowest priority. To change the priority, click the left edge of the row and drag and drop it
to the desired area in the table. See below.

@ Dashboard Assigned Parsers IR AY
= Device Manager
= .
+ Import || B E @ View Lo i D QE @D e || B e Show Predefined Show Custom Search...
@ rorvin ,
M Log View , O #% Name: Application = Category = Status = u
@ Fabric View > O 1 s Apache Log Parser A Apache Web Server B Web Server Enabled
I Incidents & Events v g 2 g FortiADC Log Parser FortiADC rtinet Device Enabled
Event Monitor o 3 [ FortiAuthenticator Log Parser & FortiAuthenticator 3 Fortinet Device Enabled
[ FortiCache Log Parser ¥ FortiCache rtinet Device nables
Handlers 4 B8 FortiCache Log P: FortiCach D Enabled
Incidents O 5 B FortiClient Log Parser FortiClient rtinet Device Enabled
Fe FortiDDoS Log Parser & FortiDDo! rtinet Device nable
Threat Hunting B & FortiDDos Log P FortiDDos netD enabled
O 7 & ForiDeceptor og Pasr & ForiDeceptor ronetDevice Encbid
Outbreak Alerts . . .
@ For og Parser or rtinet Device nable
o s [ FortiEDR Log P: FortieEDR tinet D Enabled
B Reports >
o ¢ [ FortiFirewall Log Parser 8 FortiFirewall rtinet Device Enabled
& System Settings >
Fe FortiGate Log Parser & FortiGate =3 Fortinet Device nable
10 [ FortiGate Log P FortiG: Fortinet Devi Enabled
FEERTINET 0% 25

2. Double-click a log parser in the table view to display all related SIEM logs. Alternatively, you can select the
checkbox for the log parser and click View Logs.

Log View for FortiGate Log Parser 5

oL v 15512170 16:51:20
#  ¥Date/Time Data Source ID Event Message p
20 swsive Fyroiciniowi 1o [HT—— g over e
27 165103 FWF61ETK18001133 Virtual WAN Link SLA led due to being over the p(
28 165103 FWF61ETK18001133 ver the pq
29 165103 FWF61ETK18001133

30 165103 FWF61ETK18005359

31 165103 FWF61ETK18005359 n ion(SD-WAN heal

32 165103 FWF61ETK18005359 SDWAN SLA notification(SD-WAN health-check member

33 165103 FWF61ETK18005359 SDWAN SLA notification(SD-WAN health-check meml

34 165103 FWF61ETK18005359 SDWAN SLA notification(Health Check SLA status. SLA failed due to being over the performanc
35 165103 FWF61ETK18005359 SDWAN SLA notification(Health Check SLA status. SLA failed due to being over the performanc
36 165103 FWF61ETK18005359

37 165103 FWF61ETK18005359

38 165103 FWF61ETK18005359 SDWAN SLA notification(Health Check SLA status. SLA failed due to being over the performanc
39 165102 FGVMO2TM23000735

40 165102 FG101E4Q17003922 FortiGuard hostname unresolvable(unable to resolve FortiGuard hostname)

41 165102 FG101E4Q17003922 Automation stitch triggeredstitch:FortiAnalyzer Connection Down is triggered.)

42 165102 FWF, SDWAN SLA fealth Check SLA status. SLA failed due to being over the performan
43 165102 FWF61ETK18005359 SDWAN SLA notification(SD-WAN health-check member changed state.)

44 165102 FWF SDWAN SL/ -WAN health-check member changed state.)

45 16:51:02 FWF61ETK18005359 Virtual WAN Link internet service passive quality information(Internet Service Passive Metrics)
46 1651:02 FWF61ETK18005359 Virtual WAN Link jice passive q Metrics)
47 165102 FWF61ETK18005359 SDWAN SLA information(Health Check SLA status.)

48 165102 FWF61ETK18005359 Virtual WAN Link P Metrics)
49 16:51:02 FWF61ETK18005359 Virtual WAN Link internet service passive quality information(Internet Service Passive Metrics)
50 165102 FWF Virtual WAN Link passive q Metrics)

3. Select the checkbox for one or more log parsers in the table to perform an action from the toolbar.
For example, you can Export in JSON format, Enable, Disable, Delete, or Validate the log parsers.

Some actions will be unavailable if they cannot be performed on the selected log parser(s).
» You cannot Disable a log parser if it is assigned and in use.
» You cannot Delete predefined log parsers. They can only be disabled.
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» You cannot perform the Validate action on more than one parser at a time.

@ Dashboard Assigned Parsers [T
B Device Manager
(o} L o D QE Show Predefined Show Custom Search..
B FortiView >
M Log View N m | #= Name + Application = Category + Status + u
@ Fabric View > v 1 8 Apache Log Parser Apache Web Server & Web Server & Enabled
I [ Incidents & Events v v 2 [ FortiADC Log Parser B FortiADC Fortinet Device & Enabled
Event Monitor o 3 [ FortiAuthenticator Log Parser & FortiAuthenticator Fortinet Device @ Enabled
Handlers o 4 [ FortiCache Log Parser ¥ FortiCache Fortinet Device @ Enabled
Incidents O 5 B FortiClient Log Parser FortiClient Fortinet Device @ Enabled
Threat Hunting O 6 | [ FortiDDoS Log Parser & ForiDDoS Fortinet Device © Enabled
O 7 & ForiDeceptor g Paser & Foriecepon £ Fortine Device © Encbid
Outbreak Alerts : . : 5
o s [ FortiEDR Log Parser FortiEDR £ Fortinet Device @ Enabled
B Reports >
o ¢ [ FortiFirewall Log Parser 8 FortiFirewall Fortinet Device @ Enabled
£ System Settings >
o 1o g FortiGate Log Parser = FortiGate Fortinet Device @ Enabled
F: TINET 0% 25

The Apache web server log parser:

Go to Incidents & Events > Log Parser > Log Parsers to find the Apache Log Parser in the predefined SIEM log parsers.
Double-click the parser to view the related logs.

ADOM:root > @~ Qadmiu-

@ Dashboard Assigned Parsers [T
= Device Manager
‘-g Import ‘ ‘ B Export H ® View Logs | B Delete | [ @ E Show Predefined Show Custom Search..
B Fortiview >
M Log View N m #< Name ¢ Application = Category + Status + .
Fabric View > v 1 e Apache Log Parser Apache Web Server B Web Server @ Enabled
I [ Incidents & Events ~ O 2 [ FortiADC Log Parser FortiADC Fortinet Device @ Enabled
Event Monitor o 3 [ FortiAuthenticator Log Parser |8 FortiAuthenticator Fortinet Device @ Enabled
Handlers o 4 @ FortiCache Log Parser  FortiCache Fortinet Device @ Enabled
Incidents g s B FortiClient Log Parser FortiClient Fortinet Device @ Enabled
Threat Hunting O 6 B FortiDDoS Log Parser & FortiDDoS Fortinet Device © Enabled
a 7 [ FortiDeceptor Log Parser ® FortiDeceptor Fortinet Device @ Enabled
Qutbreak Alerts - ) ~ .
a s [ FortiEDR Log Parser = FortiEDR Fortinet Device @ Enabled
B Reports >
a ¢ [ FortiFirewall Log Parser # FortiFirewall Fortinet Device @ Enabled
¥ System Settings >
10 Ee FortiGate Log Parser = FortiGate Fortinet Device Enabled
=g
FZ:ATINET 0% 25

The Apache logs are also parsed in Log View > Fabric > All. You can filter by Data Parser Name = Apache Log

A
© Last 7 Days v Mar 22To Mar 29 % By Fv
Data Parser Name = "Apache Log Parser” ola e

#  #Date/Time Data Source ID Event Message n - Data =
1 103128 SYSLOG-0A029559 102.0.250 - - [29/Mar/2023:10:31:05 0700 \"\" 408 0 \"\" \"\* Data Parser Name fpache Log Porser

Data Source ID SYSLOG-0A029559
2 103023 SYSLOG-0A029559 10.2.0.250 - - [29/Mar/2023:10:30:13 0700 \'GET /faviconico HTTP/L1Y' 404 489 \'hitp://10.2.149.8 Data Source Name Uleo-ubuntu 89

Data Source Type pache
3 103023 SYSLOG-0A029559 /102.149.89/\" indows NT 10.0; Win4; x64) t/537.36 (KHTML, ke Gecko) Data Timestamp 0
4 000010 SYSLOG-0A029559 AHO0558: apache2: Could not elsbly determine the server\'sfully ualied domain name, using 10.2.145 || _ _ Doe/Time 103023
5 000010 SYSLOG-0A029559 [Wed Mar 29 00:00:01.121897 2023] [mpm_eventnotice] [pid 2904315:tid 140086293559168] AHO049. Event Message 102.149.89/\"Mezila/5.0 (Windows NT 100

(KHTML ke Gecko) Chrome/ 11000 Safari/537

6 03270000 Svsi {Mon Mar 27 00:00:09.403084 2023 [core:notice] [pid 2904315:tid 140086293559168] AH00094: Comi || = Host

Host Name Uleo-ubuntu 89
7 03270000 svs [Mon Mar 27 2023] [mpm_eventinoticel [pid 2904315:tid AH0048! 0

. . . = User

8 03260000 SYSLOG-0A029559 AHO0558: apache2: Could not reliably determine the server\'s fully qualified domain name, using 10.2.145 EaA User D o
9 03260000 SYSLOG-0A029559 [Sun Mar 26 00:00:11.574064 2023 [mpm_eventinotice] [pid 2904315:tid 140086293559168] AH00493 | = Application

‘Appication Service apache-access
10 03250000 SYSLOG-0A029559 [Sat Mar 25 00:00:16.155107 2023] [core:notice] [pid 2904315:tid 140086293559168] AH00094: Comm. lf = Others

) . - ADOMOID

11 03-250000 SYSLOG-0A029559 {Sat Mar 25 00:00:16.155082 2023] [mpm_eventnotice] [pid 2904315:1id 140086293559168] AH00489: Data UID t60n1897434103608
12 03240000 SYSLOG-0A029559 [Fri Mar 24 00:00:06.745261 2023 [core:notice] [pid 29043151 140086293559168] AH00094: Com

The Nginx web server log parser:

Go to Incidents & Events > Log Parser > Log Parsers to find the Nginx Log Parser in the predefined SIEM log parsers.
Double-click the parser to view the related logs.
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Dashboard Assigned Parsers [
= Device Manager
p— , ‘ 3] Import ‘ ‘ B Export ‘ ‘ ® View Logs | i Delete | [ @ E Show Predefined Show Custom Search..
ortiView
M Log View N m #5 Name Application < Category = Status = .
@ Fabric View > O 16 | EaFortiNDR Log Parser @& FortiNDR Fortinet Device @ Enabled
I B Incidents & Events ¥ O 17 [ FortiProxy Log Parser £a FortiProxy Fortinet Device @ Enabled
Evet ool O 18 & FortiSOAR Log Parser FortiSOAR Fortinet Device @ Enabled
Handi
andiers a 19 [ FortiSandbox Log Parser FortiSandbox Fortinet Device @ Enabled
Incidents
o 2 [ FortiSwitch Log Parser [E8 FortiSwitch Fortinet Device @ Enabled
Threat Hunting
_ o 21 [ FortiWeb Log Parser @ Fortiweb £ Fortinet Device @ Enabled
Log Parser
v 22 [ Nginx Log Parser [E: Nginx Web Server B Web Server @ Enabled
Outbreak Alerts
B Reports R o 23 s System Log Parser 15 Generic System 2 Generic System @ Enabled
& System settings , O 24 B8 Ubuntu Syslog Parser @ Ubuntu K Ubuntu System @ Enabled
o 25 E@ Windows XML Event Log Parser =8 Windows B Windows System @ Enabled
FZERATINET 100% 25

The Nginx logs are also parsed in Log View > Fabric > All. You can filter by Data Parser Name = Nginx Log

Al
© Last 7 Days v Mar 22To Mar 29 % By o
Data Parser Name = Nginx Log Parser 0 Qa e
#  $Date/Time Data Source ID Event Message u . o x
0A0295 50~ - (29/Mar/ R o . p | Data Parser Name: Ngine Log Parser

1103014 SYSLOG-0A029558 1020250 - - [29/Mar/2023:10:30:02 -0700] \'GET /favicon.ico HTTP/1,1\" 404 197 \'http:/10.2.149.8 Dota arer e e
2 103014 SYSLOG-0A029558 1020250 - - [29/Mar/2023:10:30:02 \'GET / HTTP/L1" 304 0 \"\* 'Mozila/5.0 (Windows NT Data Source Name ubuntu 88

Data Source Type Ngine
3 03231617 SYSLOG-0A029558 10.2.0.250 - - [23/Mar/2023:16:16:56 -0700) \'GET / HTTP/L1\" 304 0 \"\" \'Mozilla/5.0 (Windows NT Deia Thnestamp 2025 05 29 093002
4 03231617 SYSLOG-0A029558 1020250 - - [23/Mar/2023:16:16:54 -0700] \'GET / HTTP/L1" 304 0 \"\" 'Mozila/5.0 Windows NT _ _ B%e/TIne o
5 | 03230854 SYSLOG-0A029558 1020250 - - [23/Mar/2023:08:54:05 -0700] \'GET / HTTP/11\" 304 0 \"\" \'Mozill/5.0 (Windows NT Event Message 1020250 - [29/Mar/2023:1030.02 07001 VG

/5.0 Windows NT 10.0: Wins: x6) Aopieweb

6 03230854 SYSLOG-0A029558 1020250 - - 29/Mar/2023:08:5404 -0700] VGET /faviconico HTTP/11Y" 404 197 \hti/ 10214981 |\ frome/111000 Safari/537.36Y
7 03230854 SYSLOG-0A029558 1020250 - - [23/Mar/2023:08:54:04 -0700] \'GET / HTTP/L1\" 304 0 \"\" \'Mozilla/5.0 (Windows NT Host Name ubortu 88

UEBA Endpoint ID 0

= User
UEBA ser D 0
= Others
ADOMOID a2
DataUID 7216021858779398144

To import a custom log parser:

1. InIncidents & Events > Log Parser > Log Parsers, click Import.

The Import Log Parser dialog displays.
2. Drag and drop or select the log parser.

The log parser must be in the correct format as a JSON file to meet the requirements checked during the import.
3. Click OK.

Once added, the custom log parser will be included in the table view when Show Custom is selected.

@ Dashboard Assigned Parsers [T
B Device Manager
@ Fortview , B Export | | @ View Lo B Delete || @ enable || @ Disable | | B validate | [J Show Predefined [ Show Custom Search...
M Lo View s o #= Name + Application + Category + Status + u
@ Fabric View > O 26 2 Custom Log Parser FortiADC Fortinet Device @ Enabled
I B Incidents & Events M
Event Monitor
Handlers
Incidents
Threat Hunting
Outbreak Alerts.
B Reports >
£ System Settings >
F:ATINET 1
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To validate if the original logs can be parsed:

1. InIncidents & Events > Log Parser > Log Parsers, select the checkbox for a log parser.
2. Click Validate.

The Validate Log Parser pane opens.
3. Enteralog to validate and click Validate.

A Parse Result will display in the same pane.

Validate FortiGate Log Parser x

Enter a log to validate

14205080064 tz= 07005 rcip= 1921681119 stcport=2577 srci an
915fceSc-caé7-51e7-15d6-18986449647b dstuvid=1782a2b6-bdcf-51e7-c24e-
3017810-6679-51ec-9b95-98fd9d18464b
insport=2577 duration=76219 sentbyte=36963127
Ita=12582 masterdstmac=Oc:c4:7a:da:13:50
1679702618 offset_ idx=0

dstip+10.2.60.103 dstport-514 dstint-met dtintrole
fcd37122304d ses: 196072 proto=6 action=accept pg
service=tcp/514 ds ry=Reserved srccountry=Reserved
rcvdbyte=307193 rcvdpkt=35631
dstmac=0cc4:72:da:13:50 dtserver=1 dtime=2023-03-24 17:03:32

Parse Result

Matched
Order Parsed Log

adom_oid =3 (itime = 1679702670 loguid = 1804289383 data_parsername = FortiGate Log Parser

data_sourceid = FG101€4Q17000739. data_sourcename = FG101E4Q17000739 root data_sourcetype = FortiGate

data_timestamp = 2023-03-24. (app_cat = unscanned  'app_service = tcp/514 (dst_geo = Reserved dst_intf = mgmt(lan)
dst_ip=10.2.60.103  (dst_mac = Ocic4:7a:dai13:50, dst_port =514 (event_action = accept event_id = 20 event_severity = notice
event_subtype = forward event type = traffic host_ip = 192.168.1.119 host_location = Reserved

host_uid = 915fceSc-ca67-51e7-f5d6-18986449647b, net_proto =6 net_rcvdpkts = 35631 net_recvbytes = 3071930
net_sentbytes = 36963127, et sentpkts = 58200 net_sessionduration = 76219 net_sessionid = 2196072 src_geo = Reserved
src_intf = lan(lan) (src_ip = 192.168.1.119 (src_natip = 10.2.60.119. (src_natport = 2577, (src_port = 2577

To assign devices to a log parser:

1. Goto Incidents & Events > Log Parser > Assigned Parsers.
The existing log parser assignments display in a table view.

@ Dashboard Assigned Parsers [ISEL SR
B Device Manager

B Fortiview >

M Log View > O | DevicelD = Application + Assigned Parser <
I B Incidents & Events v O FAZVMTM22012117 [@ FortiAnalyzer E&@ FortiManager/FortiAnalyzer Log Parser - FortiAnalyzer

Handlers O  FGVMO1TM22004304 = FortiGate F@@ FortiGate Log Parser
Incidents
Threat Hunting
Outbreak Alerts.

B Reports >

& System Settings >

FEERTINET

2. Select the checkbox for an existing log parser assignment and click Edlit.
Alternatively, you can click Create New to create a new log parser assignment.

The Change Parser pane displays.
3. From the Current Parser dropdown, select the log parser to assign the device/application to.
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4. Click OK.

FPC-FAZ1

@ Dashboard Change Parser for FGYM01TM22004304

3 Device Manager

FortiView > Device ID FGYM01TM22004304
M Log View > Application FortiGate

@ Fabric View >
I B Incidents & Events v

Current Parser FortiGate Log Parser -

Q
Event Monitor

Handlers w FortiGate Log Parser

Incidents

Threat Hunting

Outbreak Alerts
B Reports >
£ System Settings >

Cancel

RTINET

Per-ADOM log rate

To better fit multi-tenancy deployment, FortiAnalyzer provides a per-ADOM log rate that the administrator can monitor to
prevent one ADOM/customer from impacting the stability of the entire unit.

An additional diskquota log has been introduced to inform the administrator when an ADOM reaches the configured
quota threshold.

To view the logs in the GUI:

A log message for ADOM performance statistics (log rate) is added to both FortiAnalyzer Event logs and Application
logs. FortiAnalyzer Event logs will generate this message for all ADOMs, while Application logs will generate this
message for the current ADOM only.

For example, see the below log messages in Log View > FortiAnalyzer > Event:

Aty Gadm'\nv

@ Dashboard [N Application
& Device Manager All Devices v @ Last 1 Hour v 17:06:42 To 18:06:41 HE Fo
B FortiView >
[ toeview . ° @ @
% Fabric #  §Date/Time Device ID SubType User  Message Operation  Performed On Changes u
B FortiGate 12 17:34:39 FAZ-VMTM22011 system  system  System performance status: log rate low (0%), lograte=67/sec, Perf stats Local system  Show system performance stats.
BREHCIC 13 17:29:48  FAZVMTM22011 system  system  Adom FortiDeceptor performance status: lograte=0/sec Perfstats  Local system Show adom performance stats.
Fortisandbox 14 17:29:48  FAZVMTM22011 system  system  Adom FortiAnalyzer performance status: lograte=0/sec Perfstats  Local system Show adom performance stats.
15 17:29:48  FAZVMTM22011 system  system  Adom FortiFirewall performance status: lograte=0/sec Perfstats  Local system Show adom performance stats.
; :z 2:::6 16 17:29:48  FAZVMTM22011 system  system Adom FortiProxy performance status: lograte=0/sec Perfstats  Local system Show adom performance stats.
@ Fabric View , 17 172948 FAZVMTM22011 system  system  Adom Syslog performance status: lograte=0/sec Perfstats  Local system Show adom performance stats.
B Incidents & Bvents , |18 172948  FAZVMTM22011 system  system  Adom FortiManager p e status: Perfstats  Local system Show adom performance stats.
B Reports , 19 172948 FAZVMTM22011 system  system Adom FortiAuthenticator performance status: lograte=0/sec | Perfstats  Local system  Show adom performance stats.
© System Settings , 20 172948  FAZVMTM22011 system  system  Adom FortiSandbox performance status: lograte=0/sec Perfstats  Local system Show adom performance stats.
21 17:29:48  FAZVMTM22011 system  system  Adom root performance status: lograte=76/sec Perfstats  Local system Show adom performance stats.
22 17:29:48  FAZVMTM22011 system  system  Adom FortiCarrier performance status: lograte=0/sec Perfstats  Local system Show adom performance stats.
23 17:2948  FAZ-VMTM22011 system | system  Adom FortiDDoS performance status: lograte=0/sec Perfstats  Local system Show adom performance stats.
24 17:29:48  FAZVMTM22011 system  system  Adom FortiWeb performance status: lograte=0/sec Perfstats  Local system Show adom performance stats.
25 17:29:48  FAZVMTM22011 system  system Adom FortiCache performance status: lograte=0/sec Perfstats  Local system Show adom performance stats.
26 17:29:48  FAZVMTM22011 system  system Adom FortiMail performance status: lograte=0/sec Perfstats  Local system Show adom performance stats.
27 17:29:48  FAZVMTM22011 system  system  Adom FortiClient performance status: lograte=0/sec Perfstats  Local system Show adom performance stats.

28 17:29:48 FAZ-VMTM22011 system system  Adom FortiFirewallCarrier performance status: lograte=0/sec = Perf stats Local system  Show adom performance stats.

For example, see the below log messages in Log View > FortiAnalyzer > Application:
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@ Dashboard S0 Application

@ Device Manager

All Devices v @ Last 12 Hours v 06:10:26 To 18:10:25 LE Fv
& Fortiview >
Event Type = perf-stats X Q @
M LogView v L
S Fabric #  gDate/Time Device ID User SubType  EventType  Action Message Description
= FortiGate 1 172948  FAZVMTM22011 system system perf-stats | Stats Adom oot performance status: lograte=76/sec  Adom performance statistics notice
FortiClient 2 16:29:48 FAZ-VMTM22011 system system perf-stats Stats Adom root performance status: lograte=67/sec Adom performance statistics notice
FortiSandbox 3 152948  FAZ-VMTM22011 system system perf-stats  Stats Adom root performance status: lograte=60/sec  Adom performance statistics notice
FortiAnalyzer 4 14:29:48 FAZ-VMTM22011 system system perf-stats  Stats Adom root performance status: lograte=73/sec  Adom performance statistics notice
B LogBrowse 5 132948 | FAZ-VMTM22011 system system perfstats | Stats Adom root performance status: Adom performance statistics notice
Log G
B Log Group 6 121559  FAZVMTM22011 system system perfistats  Stats Adom root performance status: lograte=4 Adom performance statistics notice
Fabric View >
a 7 111559  FAZ-VMTM22011 system system perfstats | Stats Adom oot performance status: Adom performance statistics notice
Incidents & Events >
8 092540  FAZ-VMTM22011 system system perfstats | Stats Adom oot performance status: lograte=54 Adom performance statistics notice
B Reports >
) 9 082540  FAZ-VMTM22011 system system perfstats | Stats Adom oot performance status: lograte=5 Adom performance statistics notice
£ System Settings >
10 07:25:40  FAZ-VMTM22011 system system perfstats | Stats Adom oot performance status: lograte=61/sec  Adom performance statistics notice
11 06:25:40 FAZ-VMTM22011 system system perf-stats  Stats Adom root performance status: lograte=64 Adom performance statistics notice

A log message is also added for ADOM archive usage to Local Application Logs. See below example taken from Log

View > FortiAnalyzer > Application:

# | $Date/Time Device ID SubType User  Message EventType  Description |
1 2023.03:212037:29 FAZVMTM23003736 diskauota system  Disk usage for Adom Labis approaching the delee threshold 0% of ttal 50 diskusage . Disk quota warning
2 2023-03-2120:36:48 FAZVMTM23003736 system  system  Adom Lab performance status: log rate low (0%), lograte=1056/sec perf-stats  Adom performance s
3 2023-03-2120:31:48 FAZ-VMTM23003736 system  system  Adom Lab performance status: log rate low (0%), lograte=59/sec perf-stats  Adom performance s
4 2023-03-2120:31:40 FAZ-VMTM23003736 logdev  system  Did not receive any log from device eFGT-HA_FGVULVIFGVULVTM2100009 logging-status Device offline

5 2023-03-2120:23:56 FAZ-VMTM23003736 system  system  Adom Lab performance status: log rate low (0%), lograte=57/sec perf-stats  Adom performance s
6 2023-03-2120:18:56 FAZVMTM23003736 system  system  Adom Lab performance status: log rate low (0%), lograte=56/sec perf-stats  Adom performance s
7 2023-03-2120:13:56 FAZVMTM23003736 system  system  Adom Lab performance status: log rate low (0%), lograte=56/sec perf-stats  Adom performance s
8  2023-03-212008:56 FAZVMTM23003736 system  system  Adom Lab performance status: log rate low (0%), lograte=58/sec perf-stats  Adom performance s
9 | 2023-03-2120:03:56 FAZ-VMTM23003736 system  system  Adom Lab performance status: log rate low (0%), lograte=57/sec perf-stats  Adom performance s
10 2023-03-2119:58:56 FAZ-VMTM23003736 system  system | Adom Lab performance status: log rate low (0%), lograte=52/sec perf-stats  Adom performance s

11 2023-03-2119:58:47 FAZ-VMTM23003736 logdev system  Did not receive any log from device eFGT-HA_FGVULV[FGVULVTM2100009 logging-status Device offline

To set the interval for the ADOM performance statistics logs:

CLI configuration is added for the interval time to log performance state.

In the FortiAnalyzer CLI, enter the following command:

config system locallog setting
set log-interval-adom-perf-stats <integer>
end

Forthe log-interval-adom-perf-stats setting, enter the interval in minutes. The range should be 5-2880

0 to disable the logs.

Example logs:

Event log message for ADOM performance statistics (log rate):

1d=7231962960615178247 bid=865533 dvid=1040 itime=1683822591 euid=1 epid=1 dsteuid=1l
dstepid=1 log id="0001010093" subtype="system" type="event" level="notice"
time="09:29:51" date="2023-05-11" user="system" action="Stats" msg="Adom root
performance status: lograte=54/sec" userfrom="system" desc="Adom performance

. Enter

statistics notice" operation="Perf stats" performed on="Local system" changes="Show
adom performance stats." lograte=54 logratelimit=0 tz="-0700" devid="FAZ-VMTM22011553"

devname="eFAZ-227"

Application log message for ADOM performance statistics (log rate):

1d=7207521362594958664 bid=101707 dvid=1059 itime=1678131838 euid=1 epid=1 dsteuid=1
dstepid=1 vd="fortinet" 1logid="220004" type="appevent" subtype="system"

eventtype="perf-stats" action="Stats" level="notice" date="2023-03-06" time="11:43:58"
user="system" user from="system" desc="Adom performance statistics notice" msg="Adom
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fortinet performance status: log rate low (0%), lograte=49/sec" tz="-0800"
adom="fortinet" operation="Perf stats" lograte=49 performed on="Local system"
changes="Show adom performance stats." logratelimit=0 devid="FAZ-VMTM23003360"
devname="eFAZ-54"

Log message for ADOM archive usage:

1d=7207519107737128256 bid=100933 dvid=1059 itime=1678131313 euid=1 epid=1 dsteuid=1l

dstepid=1 vd="fortinet" 1logid="220003" type="appevent" subtype="diskquota"
eventtype="disk-usage" level="warning" date="2023-03-06" time="11:35:14" user="system"
user from="system" desc="Disk quota warning" msg="Disk usage for Adom fortinet is
approaching the delete threshold 90% of total 50.0MB. Archive Usage at 196.7%(29.5MB)
and Analytics Usage at 41.6%(14.6MB)." tz="-0800" adom="fortinet" diskusage=88
devid="FAZ-VMTM23003360" devname="eFAZ-54"

Support EMS multitenancy via FortiAnalyzer ADOMs -7.4.1

With FortiClient EMS multitenancy, you can create multiple sites, providing granular access to different sites and
separating endpoint data and configurations.

FortiAnalyzer has added support to EMS multitenancy by providing the following:

» Each log is mapped to its corresponding site using the vd log field
» EMS sites can be assigned to different FortiAnalyzer ADOMs

EMS logs (with multiple FCT logs) can be received by FortiAnalyzer directly with required fields added.

£33 eFAZ-236

= @AddDevice B Device Group v

Member ADOM:root > @~ [ 1~ oadmmv

@ Dashboard = —
IF | Search. Q \ Connectivity Disk Quota... Last Log Re...
22 Device Manager
= ; .
B Fortiview N AllLogging Devices (8) \  EForward.. @ uerc. @D B 15 Minu.. @
Unauthorized Devices (43) | W Unknown (-] B FCTE.. B30 Minu... @
M Log View > 4 | 50 BFCTE.. @ DilHour @
Devices. i GB
@ Fabric View > / B Unu @iy Q@
/ m1+Days @
B Incidents & Events > /
B Reports > L
& System Settings > [ Edit | [ f Delete | [ @ Table View~ | § Morev © Show Charts v | | Search.

O Device Name + IPAddress +  Platform + Firmware Version & Logging Mode + Last Log Time
v @FCTEMS0000114212  0.0.00 FortiClient-EMS  FortiClient 0.0 (Beta 0) Real Time 6/12/2023, 1:47:06 PM (O v
v & default [NAT] Real Time 6/12/2023,12:50:01 PM (5
v S 1ab [NAT] Real Time 6/12/2023, 1:47:05 PM (O v
v Gtest [NAT] Real Time 6/12/2023, 1:47:04 PM (O v
O  ©FCTEMS1374741822 FortiClient-EMS  FortiClient 7.0,build9999 Real Time 5/19/2023, 1:39:46 PM (24
0 & custom [NAT] Real Time 5/19/2023, 1:39:46 PM (24
[m] & default [NAT] Real Time 5/19/2023, 1:39:46 PM (24
5] & root [NAT] Real Time 5/19/2023, 1:39:46 PM (24
0  ®FCTEMS8822008707 FortiClient-EMS  FortiClient 6.4 &N/A 6/12/2023, 1:43:37 PM (4 v
[m] & default [NAT] &N/A 6/12/2023, 1:43:37 PM (4 v
O v3keFGT101E-CSF

=] @ eFGT101E-120-1° FortiGate-101E  FortiGate 6.4.2build1723 (GA) & N/A 6/12/2023, 1:47:46 PM (O v

FortiClient can be promoted into Fabric ADOM or FortiClient ADOM in FortiAnalyzer.
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Authorize Device

Add the following device(s) to ADOM: root (Fabric 7.2)

Q

FTNT (Fabric 7.2)
Name + Assign New Device Name

Fabric (Fabric 7.2)
v FCTEMS0000116... FCTEMS0000116009
FortiClient (FortiClient 7.0) @

Internal (Fabric 7.2)
Lab (Fabric 7.2)

v root (Fabric 7.2)

The FortiClient logs from multitenancy logs can be converted to vd=sitename when receiving logs.

Member ADOM:root >_

@ Dashboard

Traffic OGN Security Event

& Device Manager

FCTEMS0000114212+ @ Last 7 Days~ Jun 05To Jun 12 % B Fo
B Fortiview >
o]
| M LogView . ©
% Fabric #  $Date/Time Registered toDevice  Virtual Domain  Site User SubType  Host Name Message u
& FortiGate 1 135401  FCTEMS0000114212  test test Q@Win7QA  endpoint  Win7-x32-PC Endpoint Ext Log to FAZ
Fo 2 135201  FCTEMS0000114212 test test @Win7QA  endpoint  Win7-x32-PC Endpoint Ext Log to FAZ
FortiAnalyzer 3 135147 FCTEMS0000114212  lab lab L Win7QA  endpoint Win7QA-PC Endpoint Ext Log to FAZ
B LogBrowse 4 135101  FCTEMS0000114212 test test Q@Win7QA  endpoint  Win7-x32-PC Endpoint Ext Log to FAZ
Bl Log Group 5 134947  FCTEMS0000114212 lab 1ab LWin7QA endpoint  Win7QA-PC Endpoint Ext Log to FAZ
@ Fabric View > |6 134901  FCTEMS0000114212  test test Q@Win7QA  endpoint  Win7-x32-PC Endpoint Ext Log to FAZ
B Incidents & Events > A ) A )
7 134847  FCTEMS0000114212 lab 1ab LWin7QA endpoint  Win7QA-PC Endpoint Ext Log to FAZ
Reports >
= 8 134813  FCTEMS0000114212  default default afct2 update Qa2-pc Update was successful
& System Settings >
9 134809  FCTEMS0000114212  defauit default afct2 update Qa2-pC Update was successful to the given version for the
10 134809  FCTEMS0000114212  default default afct2 update Qu2-pc Update was successful to the given version for thy
11 134801  FCTEMSO000114212  test test @Win7QA  endpoint  Win7-x32-PC Endpoint Ext Log to FAZ
12 134647  FCTEMS0000114212  lab ab LWin7QA endpoint  Win7QA-PC Endpoint Ext Log to FAZ
13 134601  FCTEMS0000114212 test test QWin7QA  endpoint  Win7-x32-PC Endpoint Ext Log to FAZ
14 134501  FCTEMSO000114212  test test Q@Win7QA endpoint  Win7-x32-PC Endpoint Ext Log to FAZ

The multitenancy logs can be assigned to different ADOMs based on its VDOM when the ADOM Mode is set to
Advanced.

@ Dashboard Select Device
= Device Manager
& FortiView > ki
M Log View > ® Names Version ¢ From ADOM u
@ Fabric View > o  eFGT101E-120-1 6 oot
B Incidents & Events > FortiGate-101E
@ eFGT-210
B Reports > O orioatevied 72 Internal
System Settings : y
& o @ Evan-FGT101F-02 64 FTNT
FortiGate-101F
@ eFGT-80E .
Administrators O FortiGate-80E 72 Fabric
Admin Profiles @ FCTEMS0000114212
Cemote Authentiestion s Y FortiClient-EMS ,0.0.00 00 oot
emote Authenfication ... & FCTEMS0000114212[default] 00 .
Fabric Management VDOM . roo
SAMLSSO & FCTEMS0000114212[1ab]
s VDOM 00 root
ettings o & FCTEMS0000114212[test] 0o .
. roof
n VDOM
 FCTEMS8822008707
(AT O Forticiient-EMs o4 root
& FCTEMS8822008707[default]
Event Logs 64 t
O voom oo
Coitears o @FcemMs1azazaisz o ot
Advanced FortiClient-EMS

& FCTFMS13747418291defanlt]
0% 14

Two new fields are added to FortiClient logs:
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o vd

¢ regdevname

The FortiClient logs can be filtered by these fields in Log View. For example, see below.

@ Dashboard Traffic EEEUNVIY Security Event
o o
& Device Manager FCTEMS0000114212+ @ Last 7 Days~ Jun 05 To Jun 12 2% B Fo
@ Fortiview
I m LogVie regdevname="FCTEMS0000114212" AND vd="lab" OR vd="test" X Q @@
ew
% Fabric #  @Date/Time RegisteredtoDevice  Virtual Domain  User SubType  Host Name Message u
FortiGate 1 135801  FCTEMS0000114212  test @Win7QA  endpoint  Win7-x32-PC Endpoint Ext Log to FAZ
@ FortiClient 2 135748 FCTEMS0000114212  lab ZWin7QA  endpoint Win7QA-PC Endpoint Ext Log to FAZ
FortiAnalyzer 3 135648  FCTEMS0000114212  lab LWin7QA  endpoint  Win7QA-PC Endpoint Ext Log to FAZ
8 Log Browse 4 135601  FCTEMS0000114212  test @Win7QA  endpoint  Win7-x32-PC Endpoint Ext Log to FAZ
Log Gro
B Log Group 5 135548  FCTEMS0000114212 lab LWin7QA endpoint  Win7QA-PC Endpoint Ext Log to FAZ
Fabric View >
a 6 135501  FCTEMS0000114212 test @Win7QA endpoint  Win7-x32-PC Endpoint Ext Log to FAZ
B Incidents & Events >
7 135448  FCTEMS0000114212 lab LWin7QA  endpoint  Win7QA-PC Endpoint Ext Log to FAZ
B Reports >
8 135401  FCTEMS0000114212 test Q@Win7QA  endpoint  Win7-x32-PC Endpoint Ext Log to FAZ
£ System Settings >
9 135247  FCTEMS0000114212 lab LWin7QA endpoint  Win7QA-PC Endpoint Ext Log to FAZ
10 135201  FCTEMS0000114212  test @Win7QA  endpoint  Win7-x32-PC Endpoint Ext Log to FAZ
11 135147  FCTEMS0000114212  lab LWin7QA  endpoint  Win7QA-PC Endpoint Ext Log to FAZ
12 135101  FCTEMS0000114212 test @Win7QA  endpoint  Win7-x32-PC Endpoint Ext Log to FAZ
13 1349:47  FCTEMS0000114212  lab LWin7QA endpoint  Win7QA-PC Endpoint Ext Log to FAZ
14 134901  FCTEMS0000114212 test @Win7QA endpoint  Win7-x32-PC Endpoint Ext Log to FAZ
15 134847  FCTEMS0000114212 lab LWin7QA  endpoint  Win7QA-PC Endpoint Ext Log to FAZ
16 134801  FCTEMS0000114212 test @Win7QA  endpoint  Win7-x32-PC Endpoint Ext Log to FAZ
17 13:46:47 FCTEMS0000114212  lab 2 Win7QA  endpoint Win7QA-PC Endpoint Ext Log to FAZ
FERATINET £= Total logs for analytics: 27 days 21 hours. 50 v e [ll 2 3 4 5 ~0226Second

Logging support for FortiCASB -7.4.1
FortiAnalyzer can now receive, store, and display logs from authorized FortiCASB devices in Log View.

To configure FortiCASB logging to FortiAnalyzer:

1. Inthe FortiCASB GUI, go to Overview > Fabric Integration > Add New FortiAnalyzer.

2. Configure the following settings for the FortiAnalyzer device and click Add New FortiAnalyzer.
» Device Name
» Device IP Address
» Device Serial Number
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@ FortiCloud @ Services v @ Support v v

ﬂ \I:ortl 2320 Overview / Fabric Integration / Add New FortiAnalyzer LI o N = | (7]
‘ersion

Overview

Add New FortiAnalyzer

Data Protection
> Salesforce o Fill In Info 2 Done

Office 365

Device Name *
Box

TestDevice

Dropbox

Google Workspace Device IP Address *

Azure Storage

Citrix ShareFile Device Serial Number *
FAZ-VMTM

Confluence

Alert To Be Sent To FortiAnalyzer *
GCP Storage .

Data Analysis

GitHub

clIE] Add New FortiAnalyzer Cancel

SAP IAS

3. Inthe FortiAnalyzer GUI, go to Device Manager in the root ADOM.
The FortiCASB displays in the Unauthorized Devices list.

4. Selectthe FortiCASB device and click Authorize.
The FortiCASB device now displays in All Logging Devices list.

= [ Add Devi

@ Dashboard o
B Sz Connectivity } Disk Quota ... Last Log Rec.
AlLogging Devces 1) . @ e ©
Fortivi REETE BUknown @ W FCASE... w15 Minutes @
a ortiview > | Unauthorized Devices (51) W Unused M 30 Minutes @@
M Log View > 50 @ 1 Hour (0]
=]
B Fabric View > @1 Day [ 1]
W 1+ Days
Incidents & Events > °
B Reports >
% System Settings > -
FE clete | [ @ Table View~ | [ § More | © show Charts~ | | Search...
a Device Name = IP Address & Platform < HA Status & Description = Firmware Version & Serial hu
a @ FCASBR FortiCASB-VM FortiCASB 7.0 FCASBROO(

The FortiCASB logs display in Log View > FortiCASB.

£22 FAZVM64-AWS H

@ Dashboard Data Leak Prevention
= Device M
@ Device Manager FCASBR © Q@Last1Day~ Aug09ToAug 10 2B Fo
B Fortiview >
[+] Q0
|m Log View v
% Fabric # | ¥Date/Time | Device ID Type Sub Type Level Seource IP Policy ID
FortiAnalyzer 1 08-0919:18 FCASBR dip Personal Identity In 4 288554
B FortiCASB 2 08-0919:18 FCASBR dip Personal Identity In 4 288590
B Log Browse 3 08-0919:18 FCASER dip null 4 288480
[l Log Group 4 08-0919:18 FCASBR dip Personal Identity In 4 288588
@ Fabric View > |5 08-0919:18 FCASBR dip Personal Identity In 4 288560
Incidents & Events > |6 08-0919:18 FCASBR dip Personal ldentity In 4 288550
B Reports >
7 08-0919:18 FCASBR dip null 4 288479
4§ System Settings >
8  08-0919:18 FCASBR dip Personal Identity In 4 288571
9 08-0919:18 FCASBR dip null 4 288484

The FortiCASB device can now be used in Reports.
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@ Dashboard Edit: 1FortiCASB_Report

B Device Manager

B Fortiview > Generated Reports  Settings Editor

M LogView >

B Fabric View > Path All Reports

Incidents & Events > Name 1FortiCASB_Report

B Reports v Time Zone Default -
Generated Reports Time Period Previous 7 Days -

Report Definitions o
@ 08/03/2023 00:00:00 - 08/09/2023 23:59:59 (for example)

Advanced Settings

Devices O AllDevices @ Specify
¥ System Settings >
Select Device

Subnets aQ
O Geng All Devices

@ ® All FortiCASB

=

Enable S FCASBR
Enable N{ BT E Cancel
Enable Auto-cache @ [m]
Filters >

Advanced Settings >

Logging support for FortiPAM -7.4.1
FortiAnalyzer now supports logs from FortiPAM.

To configure FortiPAM logging to FortiAnalyzer:

1. Inthe FortiPAM GUI, go to Network > Fabric Connectors, and edit FortiAnalyzer Logging. In the Server field, enter

the FortiAnalyzer IP address.

Edit Fabric Connector

Core Network Security

<

FortiAnalyzer Settings

Status X © Disabled

Server Test Connectivity
Connection status © Unauthorized

Upload option

Weekly | Monthly
Time 08:06 AM )
Allow access to FortiPAM REST APl @©
Verify FortiAnalyzer certificate @

Upload interval

5 FL-3KF3R

2. Inthe FortiAnalyzer GUI root ADOM, go to Device Manager > Unauthorized Devices. Select the FortiPAM device

and click Authorize.

-AZ3KF-SG-GYE_2 @ Add Device B Device Group v

@ Dashboard

IF Search.. Q | [B Authorize

[ @ Delete | [ O Display Hidden Devices

HA: Primary  Interimbuild0427 - >~ @~ O~ @Theme- @0

FortiAnaly

© Unauthorized
< Refresh (2 Authorize

Additional Information
@ API Preview

>_ EditinCLI

For

mazon Web Services Marketplace (2%
A Microsoft Azure Marketplace
& Google Cloud Platform Marketplace

& Introduction to FortiAnalyzer (2

Search...

2=
AlLogging Deies 15

& Fortiview

M Log View

@ Fabric View
Incidents & Events
B Reports

£ System Settings

O | Device Name + Platform +

Unauthorized Devices (5) +  ©PAM_11_FPAVUL

Serial Number + 1P Address +

FortiPAM-KVM FPAVULTM 103.129.1

>
>
>
>
>
>

The FortiPAM device is now authorized in Device Manager.
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@ Add Device 33 Device Group ~

@ Dashboard IF Search.. Q

Last Log Received

W15 Minutes
30 Minutes
@1 Hour
@1Day
W1+ Days

[-X-X-X-X-}

© Show Charts | | Search.

= Connectivity Disk Quota Usage
Device Manager . ” - -
=
. Al Logging Devices (1) 2 ° meAvaL
& FortiView > o B Unused
M Log View >
ce
@ Fabric View >
Incidents & Events >
B Reports >
£ System Settings >
[ E Tl Delete | | B Table Viewv
O  Device Name + Platform + HA Status + Description Firmware Version +
O  &PAM11FPAVUL  FortiPAM-KVM DFPAVULTM FortiPAM 1.1,build0427

3. To view logs from the FortiPAM device, go to Log View > FortiPAM.

FAZ3KF-SG-GYE_2

Serial Number +

FPAVULTM 4 Connection Up

@ Dashboard QU Securityv | Eventv | Secretv C
®| Device M
s Device Manager All Devicesw @ LastNDaysv N[ 100 Apr01ToJul 10 % 8 A
B Fortiview >
© @ €
|m Log View v
® FortiAnalyzer # | $Date/Time | Device ID Type SubType  Protocol | LogID Virtual Domai Destination IP | Session ID. DeviceName ~ DeviceTime WANIn  WANOut :
® 1 062209:44 FPAVULTM traffic forward 17 0000000013  root 3666057766 FPAVULTM 1 2019-06-04 1
2, Custom View (1) 2 06:2209:44 FPAVULTM traffic forward 17 0000000013  root 3666057760 FPAVULTM 1 2019-06-04 1
B Log Browse 3 06:2209:44 FPAVULTM traffic forward 17 0000000013  root 3666057765 FPAVULTM 1 2019-06-04 1
Bl Log Group 4 062209:44 FPAVULTM traffic forward 17 0000000013  root 3666057762 FPAVULTM 1 2019-06-04 1
@ Fabric View > |5 06220944 FPAVULTM traffic forward 17 0000000013  root 3666057761 FPAVULTM 1 2019-06-04 1
Incidents & Events > 16 062209:44 FPAVULTM traffic forward 17 0000000013  root 3666057763 FPAVULTM 1 2019-06-04 1
Reports >
8 7 06:2209:44 FPAVULTM traffic forward 17 0000000013  root 3666057758 FPAVULTM 1 2019-06-04 1
4 System Settings >
8 06:2209:44 FPAVULTM traffic forward 17 0000000013  root 3666057757 FPAVULTM 1 2019-06-04 1
9 06:2209:44 FPAVULTM traffic forward 17 0000000013  root 3666057752 FPAVULTM 1 2019-06-04 1

You can create a FortiPAM report in FortiAnalyzer.

FAZ3KF-SG-GYE_2

@ Dashboard Edit: FortiPAM_report1
& Device Manager
& Fortiview R Generated Reports ~ Settings  Editor
M Log View >
@ Fabric View R [© Run Report | [ i Delete | [ @ Last 7 Days | PRy Orderby Name | | Search..
Incidents & Events > O  Report Name Format Report Execution Time Data Range Devices Status u
Reports .
|8 repo SToday (1)
Generated Reports
—— [ FortiPAM_report1-2023-07-10-1639-0700_49703 HTML PDF XML CSVJSON | 2023-07-10 16:39:50 PDT  2023-04-01 00:00:00 - 2023-07-09 23:59:59 PDT PAM_11_FPAVULIroot] 3
eport Definitions
Advanced Settings
4 System Settings >

Logging support for FortiToken Cloud -7.4.1

FortiAnalyzer can now receive, store, and display logs from authorized FortiToken Cloud devices in Log View.

To configure FortiToken Cloud logging on FortiAnalyzer:

1. Configure the FortiToken Cloud device to send logs to FortiAnalyzer.
2. Inthe FortiAnalyzer GUI, go to Device Manager in the root ADOM.
The FortiToken Cloud displays in the Unauthorized Devices list.

@ Add Device B Device Grouj

@ Dashboard IF Search.. Q BA ze | [@H T Delete | [ O Display Hidden Devices Search...
ogging Devices (1) [m] Device Name + Platform % Serial Number IP Address + Firmware Version & Management Mode &
@ FortiView > T
e O @FTCSRY FortiToken-Cloud ~ FTCSRV FortiToken 7.4 Configuration & Logging

M LogView >

@ Fabric View >

Incidents & Events >

B Reports >

£ System Settings >

3. Select the FortiToken Cloud device and click Authorize.

FortiAnalyzer 7.4.0 New Features Guide
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The FortiToken Cloud device now displays in All Logging Devices list.

= @AddDevice 3B Device Group +

@ Dashooard i Search.. Q Connectivity Disk Quota Usage Last Log Received.
Fortv, REELE I Unknown ) W FTCSRV00005... G 15 Minutes o)
nauthorized Devices W Unused 100% 30 Minutes
B FortiView Unauthorized Devices (1)
Log View 50 01 Hour o
G
Fabric View B 1Day (1]
W1 Days o

Reports

>
>
>
>
>
>

m
a
Incidents & Events
=]
L]

System Settings
et | [ Delete | [B Table View~ | [ { More~ | © Show Charts~ | | Search..

O | Device Name % 1P Address % Platform + HA Status + Description % Firmware Version % Serial Number % Connectivity

O @FTCSRV FortiToken-Cloud FortiToken 7.4 FTCSRV! @ Unknown

The FortiToken Cloud logs display in Log View > FortiToken.

@ Dashboard Event
®| Device M
o Device Manager All Devicesv @ Last 7 Days v Aug 03 To Aug 10 % B A
B Fortiview >
© @ @
| M LogView v
% Fabric # | $Date/Time | Level Device ID Action Message User Interface E
@ FortiAnalyzer 108091617 FTCSRV. fac_notification
& FortiToken 2 08091617 FTCSRV. sent ftm push
B Log Browse 3 08091617 FTCSRV fac_notification
B Log Group 4 08091617 FTCSRV sent ftm push
@ Fabric View >|5 08091617 FTCSRV sent ftm push
Incidents & Events > 16 08091617 FTCSRV. fac_notification
B Reports >
4 System Settings >

The FortiToken Cloud device can now be used in Reports.

Dashboard Edit: 1FortiToken_Report1

[}
& Device Manager

Generated Reports  Settings  Editor

FortiView >
4+ LogView >
@ Fabric View > Path Al Reports
Incidents & Events > Name 1FortiToken_Report1
| B Reports v Time Zone Default hd
Comemizirme Time Period Previous 7 Days M

Report Definiti
@ 08/03/2023 00:00:00 - 08/09/2023 23:59:59 (for example)

Advanced Settings

& System Setings R Devices O AllDevices  © Specify
Select Device
Subnets |
@ Gene

@ All Devices
@ All FortiToken

Enable S DETESRY]
EnableN( @] @) @]/ B ER concel
Enable Auto-cache @ a

Log Forwarding

This section lists the new features added to FortiAnalyzer for log forwarding:

o Fluentd support for public cloud integration on page 30

Fluentd support for public cloud integration

You can create output profiles to configure log forwarding to public cloud services.

FortiAnalyzer 7.4.0 New Features Guide
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To create an output profile for log forwarding:

1. Go to System Settings > Advanced > Log Forwarding > Output Profile.
2. Click Create New.
The Create Output Profile pane displays.

£2% Enterprise_FortiAnalyzer > @ L2~ OAdmin -
Dashboard Create Output Profile x
B Device Manager
@ Fortiview > Name Amazen CloudWatch
0 Log View > Type Amazon CloudWatch -
@ Fabric View > Configuration @ Use Default
B Incidents & Events > @type cloudwatch_logs
B Reports > aws_key_id ${AWS_KEY_ID}
tem Setti - aws_sec_key ${AWS_SEC_KEY}
I O &= e region <YOUR_AWS_REGION >
ADOMs log_group_name log-group-name
B log_stream_name log-stream-name
RdmEiEtatoss auto_create_stream true
Admin Profiles
Remote Authentication 5. _#1n Fluentd, the buffer directive is used to specify how log datais stored and queued before
itis processed.
Fabric Management # Confisurine the huffer cettines carrectly ic imnartant for antimizine nerfarmance and 4
SAML S5O Field Value Action
Settings AWS_KEY_ID o | x +
HA AWS_SEC_KEY o x4+
Network
Event Logs
Certificates
3. Configure the following options:
Name Enter a name for the output profile.
Type Select the public cloud service for the output profile.
Configuration Click Use Default to use the default Fluentd configuration for the selected

public cloud service.

Alternatively, copy and paste the Fluentd configuration into this field for the
selected public cloud service.

Field Fields will automatically be added into the configuration if a keyword matches
the placeholder in the configuration to provide encryption for you to hide the
credentials.

For example, a password placeholder in the configuration would be
"s {password}". Inthe field, you can define Field: password, Value:
actual password.

4. Click Validate and Save.

To configure log forwarding to the output profile:

1. Go to System Settings > Advanced Log Forwarding > Settings.
2. Click Create New.
The Create New Log Forwarding pane displays.
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2% Enterprise_FortiAnalyzer > @ L2~ eAdmin -
@ Dashboard Create New Log Forwarding x
B Device Manager
B FortiView > Name logfw-CloudWatch
M Loz View > Status ©
@ Fabric View > Remote Server Type Forward via Output Plugin -
B Incidents & Events > Output Profile Amazon CloudWatch -
B Reports >
I O SEmmEEs v Log Forwarding Filters
ADOMs
Device Filters Include ~ | [root]Enterprise_Second_Floor juf
Administrators
Include ~ | [root]Enterprise_Core g
Admin Profiles
Remote Authentication S... Include ~ | [root]Branch_Office_01 o
Fabric Management Include w | [root]Branch_Office_02 g
SAML S50 Include ~ | [root]Enterprise_First_Floor fg
Settings Select Device
HA Log Filters fo J
Network Enable Exclusions o ]
Fvent Logs Enable Masking fe )
Certificates
3. Configure the following options:
Name Enter a name for the remote server.
Status Enable log forwarding.
Remote Server Type Select Forward via Output Plugin.
Output Profile Select the output profile.
Log Forwarding Filters
Device Filters Click Select Device, then select the devices whose logs will be forwarded.
Log Filters Enable to configure filters for the logs that are forwarded.

Enable Exclusions Enable to configure filter on the logs that are forwarded.

Enable Masking Enable log field masking, if needed.

4, Click OK.
To troubleshoot the Fluentd connection with the FortiAnalyzer CLI:

1. Inthe FortiAnalyzer CLlI, enter the following command to check the Fluentd write status:
FAZVM64 # diagnose test application fwdplugind 4

Stats for plugin:

1fw name: logfw-CloudWatch

plugin name: Amazon CloudWatch

type: AMAZON CLOUDWATCH

fd-plug-id: tcp 1 3da 6af 922 1c3

fluentd emit stats(emit calls|emit rec calls|emit size): 3685, 88677, O

fluentd write stats(write|retry|rollback): 3, 0, O

fluentd buffer queue (byte size|total queue size|queue len|ratio): 49842536,
52433884, 2, 0 B B B a

fluentd buffer stage(byte size|stage length): 4325288, 1

fluentd flush stats(flush time|slow flush count): 0, 0

2. Inthe FortiAnalyzer CLI, enter the following command to determine if the Fluentd log files are present:
FAZVM64 # diagnose sgl fluentd log-tail

Fluentd log files are not present. Please turn on Fluentd log first if you need to
test it.
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3.

4.,

In the FortiAnalyzer CLI, enter the following command to enable Fluentd logging:
FAZVM64 # diagnose test application fwdplugind 201 log enable
Warning: This will enable Fluentd logging.

Fluentd requires a restart for changes to take effect. The restart will disrupt

Fluentd's current log handling.
Execute the command again in one minute for the changes to take effect.
FAZVM64 # diagnose test application fwdplugind 201 log enable
Fluentd logging is enabled, Fluentd will be restarted.

In the FortiAnalyzer CLI, enter the following command again to show the processed events:
FAZVM64 # diagnose sgl fluentd log-tail
File /drive(O/private/fwdplugind/fluentd/logs/faz-td-agent.log, is present,
open it.
Please press Control+C to exit.

aws_sec_key XXXXXX

region "us-west-2"

log group name "Log-Group-Test"
log stream name "Log-Stream-test"
auto_create stream true
@id tcp 1 3da 6af 922 1c3
<buffer tag,time>

@type "memory"

chunk limit size 10M
total limit size 50M
timekey 5m

timekey wait 30s
timekey use utc true
flush thread count 3
flush at shutdown true
overflow action block
retry forever true
disable chunk backup true
</buffer>

</match>

</worker>

</ROOT>

2023-04-24 16:05:20 -0700 [info]: starting fluentd-1.15.2 pid=12376 ruby="2.7.6"

2023-04-24 16:05:20 -0700 [info]: spawn command to main: cmdline=
["/usr/local/fluentd/td-agent/bin/ruby", "-Eascii-8bit:ascii-8bit",

will

"/usr/sbin/td-agent", "-d", "/driveO/private/fwdplugind/fluentd/faz-td-
agent.pid", "-c", "/driveO/private/fwdplugind/fluentd/faz-td-agent.conf",

o", "/driveO/private/fwdplugind/fluentd/logs/faz-td-agent.log", "--log-rotate-

size", "5120000", "--under-supervisor"]

2023-04-24 16:05:20 -0700 [info]l: #0 adding match pattern="tcp 1" type="cloudwatch

logs"
2023-04-24 16:05:21 -0700 [info]: adding source type="monitor agent"
2023-04-24 16:05:21 -0700 [info]l: #0 adding source type="tcp"

2023-04-24 16:05:21 -0700 [info]l: #0 starting fluentd worker pid=12390 ppid=12387

worker=0
2023-04-24 16:05:21 -0700 [info]: #0 listening tcp socket bind="127.0.0.1"
port=10000

2023-04-24 16:05:21 -0700 [info]: #0 fluentd worker is now running worker=0
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Reports

This section lists the new features added to FortiAnalyzer for reports:

» Report guidance on page 34

o PCI Security Rating Report on page 36

o Cyber Threats Assessment Report update on page 37
o Threat Report update on page 38

o FSBP Security Rating Report on page 40

« CIS Controls Security Rating report on page 41

e Shadow IT Report on page 42

o FortiADC Report 7.4.1 on page 43

o Default ZTNA Report 7.4.1 on page 45

Report guidance

Al
‘Q' This information is also available in the FortiAnalyzer 7.4 Administration Guide:

e Report guidance

FortiAnalyzer provides many factory default reports that use charts relying on specific log types and log fields to provide
valuable output. When running a full report, you may see "No Data" returned in sections if:

* logging was not enabled correctly

« thereport element is for a different Device/Log Type

« there are no matching logs

Debugging such scenarios can be time consuming because it requires navigating through charts, macros, and datasets.

To improve the overall reporting experience, a new Report Guidance feature has been implemented to provide full
visibility for each report element in terms of:

* Device Type (e.g. Fortigate)
* Log Type (e.g. traffic)
» Log Fields (e.g. action, itime)

In short, you can use the Report Guidance feature to troubleshoot and determine if FortiAnalyzer has the appropriate
Analytics logs available for a report.

To use the Report Guidance feature:

1. Goto Reports > Report Definitions > All Reports.
There is a new Config Recommendation column.
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1. eadminv

@ Dashboard PN:EYUTH Templates  Chart Library | Macro Library | Datasets O
= Device Manager
© Run Report || £¥ Report v‘ ‘ B Folder v ‘ # More ~| ([J Show Scheduled Only Search...
FortiView >
B Log View > [J Tite* Language +  Cache Status =+ | Time Period + Devices Schedule +  Config R.ea
@ Fabric View > [ @M Application Reports
Incidents & Events > O B Asset and User Reports
B Reports v | [0 @M Compliance Reports
Generated Reports O I Fabric Reports
Report Definitions [0 B 360 Protection Report English Previous 7 Days All Devices B
Advanced Settings (] B Fortinet Email Risk Assessment English Previous 7 Days All Devices B
£ System Settings > O B FortiPortal User Summary Report English Previous 7 Days All Devices B

2. Click the icon in the Config Recommendation column.
The Report Guidance pane opens for that report. This pane provides the Ttem Title (chartor macro name),
Device Type, Log Type, andtherelevant Log Fields and Analytics log availability.

ADOM:root > @~ 01~ (@admin -

@ Dashboard Report Guidance - 360 Protection Report x
3 Device Manager
& Fortivi Item Title: Top 10 FGT CPU Utilization Over Time
ortiView
Device Type: FortiGate
M Log View
Log Type: event
@ Fabric View s Tvp
Incidents & Events Log Fields: action, bandwidth, cpu, devid, disk, erate, itime, mem, orate, setuprate,
slot, subtype, totalsession, trate
Reports
I 8 Analytics logs available: Yes

Generated Reports
Report Definitions Item Title: CPU Utilization by Device
Advanced Settings Device Type: FortiGate
#¥ System Settings Log Type: event

Log Fields: action, bandwidth, cpu, devid, disk, erate, itime, mem, orate, setuprate,
slot, subtype, totalsession, trate

Analytics logs available: Yes

Item Title: Top 10 FGT Memory Utilization Over Time
Device Type: FortiGate
Log Type: event

Log Fields: action, bandwidth, cpu, devid, disk, erate, itime, mem, orate, setuprate,
slot, subtype, totalsession, trate

The Report Guidance pane is available for license-controlled reports, but the report cannot be generated without a valid
license.

AZVM64 ADOM: root-new > O~ eadmiﬂ -

@ Dashboard Report Guidance - Operational Technology (OT) Security Risk Report x

&3 Device Manager '
tem Title: Top one y Asset Count

FortiVi I Title: Top OT Z¢ OS by A C

g FortiView
Device Type: FortiGate

M Log View P
Log Type: traffi

@ Fabric View © Type: trafe

B Incidents & Events Log Fields: a?p, crscore, devid, dstip, dsq‘mrt, epid, logid, osname, proto, rcvdbyte,
sentbyte, srcip, unauthuser, user, utmaction, vd

B Reports

Analytics logs available: No
Generated Reports

Report Definitions Item Title: Top IT Zone OS by Asset Count

Advanced Settings Device Type: FortiGate
# System Settings Log Type: traffic

Log Fields: app, crscore, devid, dstip, dstport, epid, logid, osname, proto, rcvdbyte,
sentbyte, srcip, unauthuser, user, utmaction, vd

Analytics logs available: No

Item Title: OT Zone Application Vulnerabilities by Risk Level
Device Type: FortiGate
Log Type: attack

Log Fields: action, attack, attackid, devid, direction, dstip, epid, severity, srccountry,
srcip, vd

For reports that are not generated with log tables, such as the FSBP/PCI or CIS Security Rating Reports, the Report
Guidance pane will indicate No record found.

FortiAnalyzer 7.4.0 New Features Guide
Fortinet Inc.



Log and Report

ADOM:root-new >_ @~ eadminv

Dashboard Report Guidance - PCI Security Rating Report x
Device Manager
No record found.
FortiView

Log View
Fabric View

Incidents & Events

MmEeBa®Ee

< v v v v

Reports

Generated Reports
Report Definitions
Advanced Settings
£ System Settings >

PCI Security Rating Report

A PCI Security Rating Report is now available on FortiAnalyzer to optimize the deployed FortiGates in terms of Security
Posture, Fabric Coverage, and Optimization based on PCI DSS 3.2 standards. This report consolidates security ratings
performed on fabric deployments.

Each category includes the Failed, Unmet, Passed, and Exempt security control results. Recommendations are
provided as well.

For example, see a sample of page 1 from the report in PDF format below.

PCI Security Rating Report F::RTINET

Data Range: 2023-03-12 00:00:00 2023-03-17 15:50:52PDT (FAZ local)

SECURITY POSTURE

n Security Posture  Identity configuration weaknesses and best practice violations in deployment.

' Score 157.27 Overall Grade [€
® 53.33% Passed (8) Grades
® 26.67% Failed (4) N " . : N P
T1 5I T et ) Fabric Security Hardening 2] Audit Logging & Monitoring
otal © 6.67% Bxempt (1) Threat & Vulnerability Management Bl Network Design & Policies
Endpoint Management I3 Firmware & Subscription

NA  Fortiguard Outbreak Detection

SECURITY CONTROL RESULT: 4 Failed

Admin Password Policy (PCI 8.1.7) - 2 Failed ( Score: -20)

Admin Password Policy 2 Devices 2Scopes -100 PCI 8.1.6,PCI
A password policy should be set up for system 8.1.7,PCI
administrators. 8.1.1PCI
8.2.3,PCI8.25
. Admin Password Policy FAZVMSTM @ Global -50 PCI8.1.6,PCI
8.1.7,pCI
8.1.1,PCI
8.23,PCI825
. Admin Password Policy FortiGate-101F Device -50 PCI8.1.6,PCI
8.1.7,pCI
8.1.1,PCI
8.23,PCI825

Admin Password Policy (PCI 8.1.7) - Recommendations

To create the report from the template:

1. Go to Reports > Report Definitions > Templates.
From the Preview column, you can click PDF or HTML to preview the report in that format.
2. Select the checkbox for Template - PCI Security Rating Report.

3. From the More dropdown, click Create Report to create a report using the template.
You can also click Clone to clone the template and make adjustments.
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ADOM:root >~ @~ [ 1 - eadminv

Dashboard All Reports

@ ‘ + Create New H ® View ‘ &1 Delete | [ § More v pei
B8 Device Manager Templates
o= g P ®  Tites || % Clone n
B FortiView >  Chart Library .
B Losvi Macro Lib v E@Template - PCI Security RatingRe ¢ B3 Create Report "yrepurtabuut PCl security rating report.
og View > lacro Library
FeTemplate - PCI-DSS Compliance F ¢ & Install Template Pack  § Compliance and Regulatory Requirements, Related
Fabric View > Datasets 0 ®Erem Pl = Pl eulatory Reaul
FortiSoC N (0 EsTemplate - Wireless PCI Complian en  Managed, unclassified, AP Detection summary. On-wire and off-wire - rogu
— M Toggle Horizontal Menu
B Reports v

Generated Reports

Report Definitions

Advanced Settings

&8 Management Extensions

£ System Settings

To run the PCI Security Rating Report:

1. Go to Reports > Report Definitions > All Reports, and double-click the row for the PCI Security Rating Report.
The Edit: PCI Security Rating Report pane opens.

2. Click Run Report.
Once the report is available, click the format to view the report in.

Cyber Threats Assessment Report update

The existing Cyber Threats Assessment Report has been updated with new style and content to enhance the visibility of
the provided data.

For example, see a sample of the report in PDF format below:

Copy of Template - Cyber Threat Assessment F::RTINET

Data Range: 2022-03-22 00:00:00 2023-03-22 11:00:00PDT (FAZ local)

EXECUTIVE SUMMARY
SECURITY AND THREAT PREVENTION

A\ 225.43 K 1ps Attacks £\ 0 Malware/Botnets 3 High-Risk Applications Used 0 Malicious Websites

Threat Detected Trend

@ High-Risk Applications IPS Attacks
x
g 20
£ x
3
5 150
g
E K
500
o401 0501 oco1 o701 o801 0901 1001 1101 1201 oo 0201 0301
USER PRODUCTIVITY NETWORK UTILIZATION
Ex 112 =h 234 X 90.73 GB [1192.168.125.22
Applications Detected Websites Visited Total Bandwidth Top Host by Bandwidth
SSL static.xx.fbcdn.net HTTPS 2022-11-18
Top Used Application Top Website Top Bandwidth Application Most Bandwidth Used Day
Web.Client Social Networking unscanned 105.77 MB
Top Application Category Top Web Category Top Bandwidth Usage Category Average Bandwidth Per Day

page 10f14
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Copy of Template - Cyber Threat Assessment F::RTINET

Data Range: 2022-03-22 00:00:00 2023-03-22 11:00:00PDT (FAZ local)

SANDBOX ANALYSIS

Organizational File Usage Results of Executable Sandbox Analysis

& 48.49 K Files Detected 24.73 K subset of Files & 2.73 K exeFiles Analyzed  F® 320 Malicious EXEs

Breakdown of File Types Top 5 Sources of Sandbox Discovered Malware

175. 198
o Others:
A
iles: 2727 |y

22

Files Needing Inspection

aak W cpme

TOP 5 SANDBOX-IDENTIFIED MALICIOUS EXES

I S
1

©  testfsaexe http

download.exe HTTP. 2

page 20f 14

To create the report from the template:

1. Go to Reports > Report Definitions > Templates.
From the Preview column, you can click PDF or HTML to preview the report in that format.
2. Select the checkbox for Template - Cyber Threats Assessment Report.

3. From the More dropdown, click Create Report to create a report using the template.
You can also click Clone to clone the template and make adjustments.

Dashboard All Reports + Create New ‘ ‘ ® View ‘ i1 Delete | [ 3 More v ‘ Search
& FortiView > | ChartLibrary _ - Y —— : -
| Log View R Mo (BT [0 EsTemplate - 360 Protection Report B rief summary of hardware/software inventory of the
Fabric View » [T O  [ETemplate - 360 Security Report & Install Template Pack |rief summary report about traffic, threat, app, user, in
B FortisoC > & Toage Horonta Mens [0  EsTemplate - 360-Degree Security Review en  Security review of Application Visibility and Control, Threat Dete
‘ B Reports - O EeTemplate - Admin and System Events Report en Admin login and failed login attempts and system severity event
e RS O  ETemplate - Application Risk and Control en  Application risk, categories, bandwidth by app, web categories, \
[0  E&Template - Asset and Identity Report en  Presenta brief summary report on assets and their users, vulner.
Advanced Settings [0  ETemplate - Bandwidth and Applications Repol en Traffic, Bandwidth, Sessions, Destinations summaries - by users
B8 Management Extensions [0 EsTemplate - Client Reputation en Client and user network behaviour, incidents by user, devices, tr
£ System Settings v E&Template - Cyber Threat Assessment en Cyber Threat review of Application Visibility and Control, Threat
[0 ETemplate - Cyber-Bullying Indicators Report en  Cyber-Bullying Indicators Report.
[0  E&Template - Daily Summary Report en  Present a brief summary report about traffic, threat, app, user, in

To run the Cyber Threats Assessment Report:

1. Go to Reports > Report Definitions > All Reports, and double-click the row for the Cyber Threats Assessment
Report.
The Edit: Cyber Threats Assessment Report pane opens.

2. Click Run Report.
Once the report is available, click the format to view the report in.

Threat Report update

The Threat Report has been updated to provide the following:
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+ New style and content to better present threat data

» Threats are mapped to the Cyber Kill Chain stages for correlation and pattern identification

For example, see a sample of the report in PDF format below:

Threat Report

Data Range: 2022-11-18 00:00:00 2022-11-18 23:59:59PST (FAZ local)

EXECUTIVE SUMMARY

F::RTINET

This report summarizes the findings of a threat intelligence activity that Fortinet conducted in your network using the FortiGuard Al-Powered Security Suite.

To break the attach sequence and to protect your organization, Al-powered capabilities were triggered to provide content, web and device advanced security intelligence
mapped against the Cyber Kill Chain®.

FIRST STAGE - IDENTIFY

8-

Reconnaissance Weaponization ~ Delivery

16.24 K Reconnaissance Activities

3 High Risk Application

SECOND STAGE - DISPATCH

THIRD STAGE - INITIATE

Exploitation Installation

9 Vulnerabilities Detected

0 Malware Detected

®

&

Command & Control  Action on Objectives

N/A DNs Resolutions to C&C Domains

168 Connections to C&C Sites

s At e s At e s At e
2022-11-18 2022-11-18 2022-11-18
Threat Report Fi=RTINET.

FIRST STAGE - IDENTIFY
Reconnaissance Activities: 16.24 K

Source Countries Activities Actions Taken

‘ o o seson 5250
o st 100% oyt o Bocsesrc
® udp_dst_session: 3.99% "

TOP 10 RECONNAISSANCE ACTIVITIES BY NUMBER OF OCCURRENCES

o CEE—

Occurrences mBlock mAllow

tep_dst_session 10.168.36.1 10.168.36.254 13408
udp_dst_session 10.168.36.1 10.168.36.255 512
ip_src_session 192168225 102.125.67 327
ip_src_session 192168225 102.125.68 279
ip_src_session 192168225 102.125.64 239
ip_src_session 192.16822.5 102.125.66 211
ip_src_session 192.16822.5 102.125.65 137
ip_src_session 192.16822.5 10212572 102
ip_src_session 192.16822.5 10212558 95
ip_src_session 192.16822.5 8888 90

page 20f13

To create the report from the template:

1. Goto Reports > Report Definitions > Templates.
From the Preview column, you can click PDF or HTML to preview the report in that format.
2. Select the checkbox for Template - Threat Report.

3. From the More dropdown, click Create Report to create a report using the template.
You can also click Clone to clone the template and make adjustments.
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FAZVM64
@ Dashboard All Reports + Create New ‘ ‘ © View || fif Delete |[ § More v Search...
= & . ® Tites % Clone
& Fortiview > Challibagy [0 EsTemplate - Situation Awareness R By Create Report our current security posture, and allow for a bette
Log Vie > Macro Libran
B LogView LT O ETemplate - SOC Incident Report @ &, Install Template Pack v 0f SOC Incidents.
@ Fabric View >  Datasets
a [0 ETemplate - Social Media Usage Re en | Social Media Usage Report.
B FortiSoC > )
‘ a B Toggle Horizontal Menu v [EBTemplate - Threat Report en Malware, Botnets - detected, victims and sources. Intrusions detected, sc
Reports v
Generated Reports [0  EaTemplate - Throughput Utilization en  Interface Throughput Utilization Billing Report.
" [0 [E@Template - Top 20 Categories and en Top 20 Categories and Applications (Bandwidth)
Report Definitions
T [ EeTemplate - Top 20 Categories and en  Top 20 Categories and Applications (Session)
= Management Extensions [0 EsTemplate - Top 20 Category and V en Top 20 Category and Websites (Bandwidth)
& System Settings [ [ETemplate - Top 20 Categoryand V en  Top 20 Category and Websites (Session)

To run the Threat Report:

1. Go to Reports > Report Definitions > All Reports, and double-click the row for the Threat Report.
The Edit: Threat Report pane opens.

2. Click Run Report.
Once the report is available, click the format to view the report in.

FSBP Security Rating Report

A FSBP (Fortinet Security Best Practices) Security Rating Report is available on FortiAnalyzer to optimize the deployed
FortiGates in terms of Security Posture, Fabric Coverage, and Optimization. This report consolidates security ratings
performed on fabric deployments.

Each category includes the Failed, Unmet, Passed, and Exempt security control results. Recommendations are
provided as well.

For example, see a sample of page 1 from the report in PDF format below.

FSBP Security Rating Report

Data Range: 2023-03-17 00:00:00 2023-03-17 18:24:38PDT (FAZ local)

F::RTINET

SECURITY POSTURE
“ Security Posture  Identity i ice violations in
' Score 157.27 Overall Grade (€

® 56.25% Passed (9) Grades

© 25% Faiked (@ - ’
16 “@ Al Fabric Security Hardening
125% Unmet @)
Total
o 625% Exempt (1)

I Threat & Vulnerability Management
SECURITY CONTROL RESULT: 4 Failed

2] Audit Logging & Monitoring
Bl Network Design & Policies
I3 Endpoint Management I3 Firmware & Subscription

NA  Fortiguard Outbreak Detection

Admin Password Policy (FSBP SH05.1) - 2 Failed ( Score: -20 )

Admin Password Policy 2 Devices 2 Scopes FSBP SHOS.1
Apassword policyshould be set p for system
administrators.

‘Admin Password Policy FAZVMSTM @ Global -10 FSBP SHOS.1

‘Admin Password Policy FortiGate-101F Device -10 FSBP SHOS.1

Admin Password Policy (FSBP SH05.1) - Recommendations

FAZVMSTM Q Global Enable a simple password policy for system By default, the
enforce a minimum password length of 8 characters.
FortiGate-101F Device -10 Enable a simple password policy for system By default, the

enforce a minimum password length of 8 characters.

page 10f20

To create the report from the template:

1. Go to Reports > Report Definitions > Templates.
From the Preview column, you can click PDF or HTML to preview the report in that format.

FortiAnalyzer 7.4.0 New Features Guide
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2. Select the checkbox for Template - FSBP Security Rating Report.

3. From the More dropdown, click Create Report to create a report using the template.
You can also click Clone to clone the template and make adjustments.
ADOM:root >_ @~ L 1 ~ eadmin -

@ Dashboard All Reports ‘ + Create New H © View || i Delete | [ 3 More v\ fsbp
28 Device Manager Templates
= g p @ | Tites || Clone n
B FortiView > Chart Library .
m Log Vi M Lib v Template - ecurity Rating F ¢ [y report about security rating report.
FaTemplate - FSBP Security Rating F @ B3 Create Report bout FSBP security rati
og View > acro Library
& Install Template Pack
Fabric View >  Datasets
FortiSoC > B Toggle Horizontal Menu
B Reports v

Generated Reports

Report Definitions

Advanced Settings
&5 Management Extensions

# System Settings

To run the FSBP Security Rating Report:

1. Goto Reports > Report Definitions > All Reports, and double-click the row for the FSBP Security Rating Report.
The Edit: FSBP Security Rating Report pane opens.

2. Click Run Report.
Once the report is available, click the format to view the report in.

CIS Controls Security Rating report

A CIS Controls Security Rating Report is now available on FortiAnalyzer. This report includes CIS mapping information.

For example, see a sample of the report in PDF format below.

00Copy of Template - CIS Controls Security Rating Report F::RTINET.

Data Range: 2023-04-30 00:00:00 2023-05-29 23:59:59PDT

EXECUTIVE SUMMARY

CIS Controls Compliance Results Security Fabric Posture

I ® 49.3% Passed (35)
48 ® 72:92% CIS Controls Failed: 35 71 ® 35.21% Failed (25)
® 27.08% CIS Controls Passed: 13 © 8.45% Exempt (6)
Total Total 7.04% Unmet (5)
OVER VIEW

CIS CRITICAL SECURITY CONTROL

CIS Control CIS Name Failed, Unmet or Exempt (# of Passed (# of Devices)
Devices)
o

CIS Control 1 Inventory and Control of Enterprise Assets 1

L. CIS Control 1.1 Establish and Maintain Detailed Enterprise Asset Inventory 1 o]
L. CIS Control 1.2 Address Unauthorized Assets 0 o]
CIS Control 3 Data Protection 1 o
L. CIS Control 3.3 Configure Data Access Control Lists 1 o
L. CIS Control 3.10 Encrypt Sensitive Data in Transit 1 o
L. CIS Control 3.12 Segment Data Processing and Storage Based on Sensitivity 1 o]

pace 1of 19
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To create the report from the template:

1. Goto Reports > Report Definitions > Templates.

From the Preview column, you can click PDF or HTML to preview the report in that format.
2. Select the checkbox for Template - CIS Controls Security Rating Report.
3. From the More dropdown, click Create Report to create a report using the template.

You can also click Clone to clone the template and make adjustments.

Dashboard

@ All Reports Templates Chart Library Macro Library Datasets |:|
& Device Manager
‘ © Run Report ‘ ‘ £¥ Report v ‘ ‘ I Folderv ‘ ‘ $ Morev | [J Show Scheduled Only
B FortiView >
N Title & Language < | Cache Status = Time Period < Devices +  Schedule ¢ = Config Recol

M Log View >
Fabric View > | (O M FortiGate Reports
Incidents & Events > v B3 CIS Controls Security Rating Report English Previous 7 Days All_FortiGat B
B Reports v

Generated Reports

Report Definitions

Advanced Settings
& System Settings >

To run the CIS Controls Security Rating Report:

1. Go to Reports > Report Definitions > All Reports, and double-click the row for the CIS Controls Security Rating
Report.

The Edit: CIS Controls Security Rating Report pane opens.
2. Click Run Report.
Once the report is available, click the format to view the report in.

Shadow IT Report

The Shadow IT Report is now available on FortiAnalyzer.
This report provides enhanced visibility and control for cloud based applications.
Detected applications are classified as:

+ Managed > Allowed
+ Unmanaged > Blocked/Quarantined/Reset

For example, see a sample of page 1 from the report in PDF format below.
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(za) v 1 of15

Ii¥

8=
EXECUTIVE SUMMARY
Visibilty

Cloud Services
Users

Threats

Analytics

Data Volume

DLP Actions
Uploads Detected
VISBILITY

Actions Taken
Categories

Risk Level

TOP 10 USERS USING
MANAGED CLOUD
APPLICATIONS BY NO. OF
REQUESTS

TOP 10 USERS USING
UNMANAGED CLOUD
APPLICATIONS BY NO. OF
REQUESTS

THREATS
TOP 10 USERS BY THREAT
SCORE

Malware Types
Actions Taken
Malware Victims

TOP 10 MALWARE BY NUMBER
OF OCCURRENCES

TOP 10 MANAGED CLOUD
APPLICATIONS BY RISK

TOP 10 UNIMANAGED CLOUD

Shadow IT Report

Data Range: 2022-09-01 00:00:00 2022-09-30 00:

EXECUTIVE SUMMARY

Visibility

Cloud Services

149 « Ut 201
Threats
& 141 Malwares
Analytics
Data Volume
Dovnlod: 344178
64TB 2 Dot

— |+ AuomaticZoom v

00:00PDT (FAZ local)

Users

® Managed: 99.75%
15K ® Unmanaged: 025%

@ 4 vuinerabilities

DLP Actions

® Block: 100%

S I2|>»

F::RTINET

Overall Risk Level:

® Low

0 High Risk Sessions

Uploads Detected

APPLICATIONS BY RISK LEVEL
APPLICATION VULNERABILITIES
Vulnerability Risks
Vulnerability Types

Actions Taken

TOP 10 APPLICATION
VULNERABILITIES BY SEVERITY

ANALYTICS page 10f15

To create the report from the template:

1. Go to Reports > Report Definitions > Templates.

From the Preview column, you can click PDF or HTML to preview the report in that format.
2. Select the checkbox for Template - Shadow IT Report.
3. From the More dropdown, click Create Report to create a report using the template.

You can also click Clone to clone the template and make adjustments.

ADOM:root >~ @~ eadminv

Dashboard AllReports [RCUSECM Chart Library | Macro Library | Datasets [n]
&8 Device Manager
a etz ] §
+ Create New 1l Delete |[ § More v shadow IT
p— ;
M Log View , @ Titles Langu Description + Category = | Preview + u
@ Fabric View > v [ETemplate-ShadowITReport  en  Presenta brief summary report about cloud-based services. Application  HTML PDF
B Incidents & Events >
|§ Reports v

Generated Reports

Report Definitions

Advanced Settings
£ System Settings >

F:ATINET 1/77

To run the Shadow IT Report:

1. Goto Reports > Report Definitions > All Reports, and double-click the row for the Shadow IT Report.
The Edit: Shadow IT Report pane opens.

2. Click Run Report.
Once the report is available, click the format to view the reportin.

FortiADC Report -7.4.1

The FortiADC Report is available on FortiAnalyzer to offer comprehensive visibility into application load balancing and
security features, enabling rapid identification of security patterns and trends associated with the use of the product.

For example, see a sample of page 1 from the report in PDF format below.

FortiAnalyzer 7.4.0 New Features Guide
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Copy of Template - FortiADC Report

Data Range: 2023-07-13 00:00:00 2023-07-14 09:00:00PDT

EXECUTIVE SUMMARY

provides full visibility in terms of application load balancing and security features to quickly identify patterns and trends.

F=:RTINET

FortiADC is an advanced Application Delivery Controller (ADC) that ensures application availability, application security, and application optimization. FortiADC offers
advanced security features (WAF, DDoS and AV) and application connectors for easy deployment and complete visibility to your networks and applications. This report

Traffic Breakdown Attack Breakdown
X |

Total Sessions: 81.24 K @ Egress: 580.27 MB

Ingress: 198.45 MB

779MB 26K

Max/day: 45.90 K
Average/day: 40.62 K

® GEOIP: 52.63%
‘WAF: 42.11%
® DDoS: 5.26%

Traffic @ Egress Ingress

15MB

10MB

07-13 00:00 07-1303:00  07-1306:00 07-13 09:00 07-1312:00 07-1315:00 07-13 18:00 07-13 21:00 07-14.00:00

07-14 03:00

07-14 06:00

This report requires that a FortiADC device has been added and authorized to the FortiAnalyzer.

To create the report from the template:

1. Goto Reports > Report Definitions > Templates.

paze 1of 6

From the Preview column, you can click PDF or HTML to preview the report in that format.

2. Select the checkbox for Template - FortiADC Report.

3. From the More dropdown, click Create Report to create a report using the template.

You can also click Clone to clone the template and make adjustments.

> @y L1~ adminv

@ Dashboard I All Reports ERENIECCM Chart Library | Macro Library | Datasets O
& Device Manager
om
@ Fortvi R 4+ Create New T Delete | | § Morev Search...
ortiView
M Log View s m | Tite s % Clone Category + Preview < u
@ Fabric View > [ ETemplate - DNS Report &5 Create Report DNS activity on the network. System HTML PDF
B} Incidents & Events > [ [@Template - DNS Security Report & Install Template Pack  |y\g Security. Security HTML PDF
| B Reports ¥ | O ETemplate - Email Report ents by Total Number and Size of emails. Security HTML PDF
Generated Reports O EiTemplate - Endpoint Sandbox Detections Report  the APT threats deteted by sandbox FortiSandbox HTML PDF
RepolbEfnitons ~  ETemplate - FortiADC Report report about FortiADC analysis. ForiADC  HTMLPDF
Advanced Settings . S - . : . N
[} [ Template - FortiCache Default Report 5, cache rate, traffic and request timeline. Top 20 websites by bandwidth, bandwidth savings, cac FortiCache HTML PDF
System Settings >
b [} EiTemplate - FortiCache Security Analysis FortiCache HTML PDF
[} EiTemplate - FortiCache Web Usage Report FortiCache HTML PDF
O EiTemplate - FortiClient Default Report n, OS, Device, FCT version and client summary. Threat summary by AV threats, infected devices, FortiClient HTML PDF
O [ Template - FortiClient Default Report from FortiGan, OS, Device, FCT version and client summary. Threat summary by AV threats, infected devices, Security HTML PDF

To run the FortiADC Report:

1. Go to Reports > Report Definitions > All Reports, and double-click the row for the FortiADC Report.

The Edit: FortiADC Report pane opens.

FortiAnalyzer 7.4.0 New Features Guide
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2. Click Run Report.

Once the report is available, click the format to view the report in.

Default ZTNA Report -7.4.1

The Default ZTNA Report is now available on FortiAnalyzer to enhance visibility in terms of applications being used with
the corresponding bandwidth used and sessions. To better differentiate accessibility and deployments, applications are

grouped as private, public, and SaaS. Users that present security risks due to failing security postures can be quickly
identified.

For example, see a sample of page 1 from the report in PDF format below.

Copy of Template - Default ZTNA Report F::RTINET
Data Range: 2023-06-22 00:00:00 2023-06-23 00:00:00F DT

SUMMARY

ZTNA report provides visibility on private, public, and SaaS applications acce

your network based on Bandwidth usage, number of users, and sessions. It also
identifies users who consume the most bandwidth and introduce risk in your nef

with failed postures

PRIVATE, PUBLIC & SAAS BANDWIDTH

@ Private Access Public Access $aas Access
2500M8 -
o
2000M8 / \
/ |
/ |
£ 1500MB 4 |
E J |
= / |
1000MB / |
/A |
500MB |
|
06-22 00:00 06-2203:00 06-2206:00 06-2209:00 06-2212:00 06-2215:00 06-2218:00 06-22 21:00
TOP 5 PRIVATE APPS TOP 5 PUBLIC APPS TOP 5 SAAS APPS
Private Apps Blocked/Allowed Public Apps Blocked/Allowed Saa$ Apps Blocked/Allowed
ZTNA_ 51 208 36566/479300 Loggly 0/3231 gmail 0/18309
ztna_s1 172186232 7898/9334 Google Cloud 0/359 dropbox 0/11847
Pipedrive 0/359 ms-word 0/7180
Freshcaller 0/359 sharepoint 0/5385
B Kaseya 0/359 ms-onedrive 0/2872

page1of8

To create the report from the template:

1. Goto Reports > Report Definitions > Templates.

From the Preview column, you can click PDF or HTML to preview the report in that format.
Select the checkbox for Template - Default ZTNA Report.

From the More dropdown, click Create Report to create a report using the template.
You can also click Clone to clone the template and make adjustments.

FortiAnalyzer 7.4.0 New Features Guide
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Dashboard

Device Manager
FortiView

Log View

Fabric View

Incidents & Events

mE2 e 8 8 6o

Reports

Generated Reports

Report Definitions

Advanced Settings

£ System Settings

< v v v v

>

All Reports [RSUSMOM Ciart Library | Macro Library | Datasets O
‘ + Create New ‘ ‘ © View ‘ D + Morev Search
@ Titles % Clone ns Category > Preview * n
3 Create Report
EéTemplate - Client Reputation user network behaviour, incidents by user, devices, threat summary. ser
F&Template - Client R & P K behaviour, incidents by devices, th u HTML PDF
. 2
FaTemplate - Cyber Threat Assessme| kat review of Application Visibility and Control, Threat Detection, Prevention and Recommended Actions. ecurity
FaTemplate - Cyber Threat A & Install Template Pack iew of Appli Visibility and Control, Threat D P d Re ded A Securi HTML PDF
O  ETemplate - Cyber-Bullying Indicators Report Cyber-Bullying Indicators Report Application  HTML PDF
[0  ETemplate - Daily Summary Report Present a brief summary report about traffic, threat, app, user, incident, compromised host and so on. Security HTML PDF
[0 BETemplate - Data Loss Prevention Detailed Report  Violation Summary and Activity Details of Email, Web, and FTP, Security HTML PDF
~  E&Template - Default ZTNA Report Present a brief summary report about the zero-trust network access (ZTNA) information on your network. Security HTML PDF
[0  BE#Template - Detailed Application Usage and Risk  Application Risk - botnet, proxy avoidance, peer-to-peer, remote access, email. Backup and storage, general access. Incluc Application  HTML PDF
0 ETemplate - DNS Report Summarizes the suspicious or high risk DNS activity on the network. System HTML PDF

To run the Default ZTNA Report:

1. Go to Reports > Report Definitions > All Reports, and double-click the row for the Default ZTNA Report.
The Edit: Default ZTNA Report pane opens.

2. Click Run Report.
Once the report is available, click the format to view the report in.

Others

This section lists the new features added to FortiAnalyzer for other topics relating to logging and reporting:

o Time zone settings per ADOMs/Reports on page 46

Time zone settings per ADOMs/Reports

A\,

This information is also available in the FortiAnalyzer 7.4 Administration Guide:
¢ Creating ADOMs
¢ Report Settings tab

To allow a more granular reporting experience for Global deployment, different timezones can be configured on each

ADOM/Report.

The Default time zone used for this setting is the time zone set for the FortiAnalyzer.

To configure the time zone for an ADOM:

1. Go to System Settings > ADOMs.
2. Edit or create a new ADOM.
3. From the Time Zone dropdown, select a time zone for the ADOM.

This time zone will be used when displaying data in Log View and FortiView for this ADOM.

FortiAnalyzer 7.4.0 New Features Guide
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£:2 Enterprise_FortiAnalyzer

Dashboard Create ADOM x
2 Device Manager
B Fortiview > Name FoT
M Log View > Type FortiGate -
@ Fabric View > Time Zone "~ .
B Incidents & Events > Description
B Reports > Q
4 System Settings v « Default
(GMT-12:00) Eniwetak, Kwajalein.

e — Devices (GMT-11:00) Midway Island, Samoa.

Admin Profiles (GMT-10:00) Hawaii.

Remote Authentication S... (GMT-9:00) Alaska.

Fabric Management (GMT-8:00) Pacific Time (US & Canadal.

SAMLSSO (GMT-7:00) Arizona.

) Data Policy

Settings (GMT-7:00) Mountain Time (US & Canadal.

o Keep Logs for Analytics 60 2 | Days -

Network Keep Logs for Archive 365 = [ Days .

Event Logs Disk Utilization

Certificates

v Allocated 15990 < | mB + | Maximum Available: 15.6 GB

Analytics: Archive 70% ~ || 30% O Modify
Alert and Delete When Usage Reaches 90% -

If analytic or archive log usages exceed the configured disk quota before the retention period expires, the oldest logs wil be deleted.

FLRTINET
4. Click OKto save.

Example:

In this example, the system time zone is (GMT-8:00) Pacific Time, which is used by the root ADOM. The admin creates a
new adom (ADOM1) and sets the time zone to (GMT-5:00) Eastern Time:

Dashboard Edit ADOM
Device Manager

FortiView > Name ADOM1
Log View > Type F:
Fabric View > I Time Zone (GMT-5:00) Eastern Time (US & Canada). -
Incidents & Events > =
Description

Reports
System Settings

¢NDEEBE 0B

— + Select Device Search.

Administrators
Admin Profiles O  Name: 1P Address Platform
Remote Authentication S... [0 4 JohnYang-FortiGate-40F  10.3.169.1 FortiGate-40F

Fabric Management
SAMLSSO

In the root ADOM, the Log View, FortiView, and Generated Reports panes are displayed according to the default system
time zone: (GMT-8:00) Pacific Time.

For example, the admin is reviewing the panes below at approximately 16:30 Pacific Time.

Dashboard Traffic [
ice M:
Device Manager All Devicesv @ Last 1 Day~ Jun 18To Jun 19 »EF
@ Fortiview >
(] @
| [ LogView ©
% Fabric # | #Date/Time | DeviceID Action Source User DestinationIP | Service Application Sent/Received Security Event List I
FortiGate 1 163002 FGB00D3915800( vclose 19216811 96454545  tcp/853  tcp/853 38KB/B7KB ©
@ FortiAnalyzer 2 162957 FGBOOD3915800( vaccept  127.00.1 127001 udp/12121  udp/12121 36KB/0OKB 1
B LogBrowse 3 162942 FGB00D3915800( vclose 192168.1.1 WI96.454545  tcp/B53 cp/853 38KB/B.1KB ©
B Log Group 4 162942 FGBO0D3915800( vclose 192.168.1.1 96454545  tcp/853  tcp/8S3 38KB/B7KB 0
@ FebricView > 5 162917 FGBO0D3915800( vclose 19216811 mi96454545  tcp/853  tcp/8S3 38KB/7.5KB o
B Incidents & Events > 6 162917 FGB00D3915800( vaccept  192.168.1.1 [120891.112.61 NTP NTP 760B/7608
Reports
8 Repor > 7 162907 FGB0OD3915800( vaccept  192.168.1.1 12089111263 NTP NTP 7608/7608
© System Settings >
8 162912 FGB0OD3915800C vaccept  192.168.1.1 12089111260 NTP NTP 7608/7608
9 162837 FGBO0D3915800( Vaccept  192.168.1.1 12089111262 NTP NTP 7608/7608
10 162752 FGBO0D3915800( vclose 19216811 96454545  tp/853  tcp/853 37KB/75KB o
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@ Dashboard Admin Logins ECYSERNSVENE Resource Usage | Failed Authentication Attempts. [
2 Device Manager
= All Devicesv @ Last 1 Hourv  2023-06-19 15:33:00 - 2023-06-19 16:33:00 & Refre
@ Fortiview v

Tires System Events =v

Traffic

Shadow IT ° =2

Applications & Websites 5 & Counts

VPN

7
.
fs ~
Threats & Events 8
Traffic Analysis 2~ h
~—
SD-WAN 1 ~_
15:33 15:41 15:50 15:58 1606 1615 1623
Fabric Devices
Event Name (Description) = i Counts = n
Local System Performance

System performance statistics

Custom Views
FortiGate Cloud activation failed

M Log View >
@ FabricView 5 || FortiGate Cloud auto-join attempted 6 ——————
B Incidents & Events > || FortiAnalyzer connection failed 2 —
B Reports > || FortiGate update succeeded 2 e—
1 System Settings > || FortiAnalyzer connection up 2 e—
Automation stitch triggered 1 m—

@ Dashboard [ c|[ @ Last 7 Days AL Order by Name Search.
& Device Manager - -
[J | Report Name Format Report Execution Time Data Range Devices I
& FortiView >
) Logview N = Today (1)
@ Fabric View > [  Bandwidth and Applications Report-2023-06-19-1641-0700_45 HTML PDF XML CSV JSON = 2023-06-19 16:41:09 PDT 2023-06-12 00:00:00 - 2023-06-18 23:59:59 PDT 7 Devices
A Incidents & Events. >

B Reports
Report Definitions
Advanced Settings.
& System Settings >

In ADOM1, the Log View, FortiView, and Generated Reports panes are displayed according the ADOM's specified time
zone: (GMT-5:00) Eastern Time.

For example, the admin is reviewing the panes below at approximately 16:40 Pacific Time (19:40 Eastern Time).

@ Dashboard

2 Device Manager

& FortiView >

|m Log View )
% Fabric

FortiGate

FortiAnalyzer
[ Log Browse
[l Log Group

@ Fabric View

B Incidents & Events

B Reports

& System Settings

Traffic [V
All Devicesv @ Last 1 Day~ Jun 18 ToJun 19

°

# | $Date/Time Device ID Action

1 194529 FGT40FTK20025¢ vclose

2 19:44:38 FGT4OFTK20025¢ server-rst
3 19:4328 FGT4OFTK20025¢ vaccept
4 194313 FGT4OFTK20025¢ Vaccept
5 194253 FGT4OFTK20025¢ vaccept
6 19:41:13 FGT4OFTK20025¢ vaccept
7 19:4108 FGT4OFTK20025¢ vaccept
8 19:41:08 FGT4OFTK20025¢ vaccept
9 19:40:38 FGT4OFTK20025¢ server-rst
10 19:40:28 FGT40FTK20025¢ vclose

Source
127001

1721681155
127001

172.1681.155
1721681155
172.1681.155
1721681155
1721681155
1721681155

127001

User

Destination IP
127001
1117324313225
127001
14120891.112.62
#4120891.112.60
mE96.45.4545
#4120891.112.63
WE96.45.46.46
1411732431436
127001

Ser

HTTP
HTTPS
udp/12121
NTP

NTP

DNs

NTP

DNs
HTTPS
HTTP

HTTPS

udp/12121

% B A

o)

Sent/Received Security Event List n
399.0 B/670.

53KB/B6KB ©
609.0B/00...
760B/7608
76.0B/00KB
29KB/267 ... @
76.0B/00KB
35KB/310

54 KB/BAKB ©
399.0B/670.

@ Dashboard
& Device Manager

B Fortiview v

Admin Logins [JEXTENREY

All Devicesv

Resource Usage

Failed Authentication Attempts

© Last 1 Hourv  2023-06-19 18:46:00 - 2023-06-19 19:46:00

Threats
Traffic
Shadow IT
Applications & Websites
VPN
Threats & Events
Traffic Analysis
SD-WAN
Fabric Devices
Local System Performance
Custom Views
M LogView
@ Fabric View
B Incidents & Events
B Reports
£ System Settings

System Events

°
.
g
é
2
1
fre)
Event Name (Description) =

System performance statistics
FortiGate Cloud activation failed
FortiGate Cloud auto-join attempted
DHCP statistics

FortiAnalyzer connection up
FortiAnalyzer connection failed

FortiGate update succeeded

1858
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@ Dashboard {i Delete | | @ Last 7 Daysv [eERTMR Y Order by Name Search.

& Device Manager . -
[ | Report Name Format Report Execution Time Data Range Devices I

B FortiView >

M LogView > Ikl

@ Fabric View > [ Application Risk and Control-2023-06-19-1948-0400_47 HTML PDF XML CSVJSON  2023-06-19 19:48:23 EDT 2023-06-12 00:00:00 - 2023-06-18 23:59:59 EDT John¥ang-FortiGate-40F[root]

Incidents & Events >

B Reports v
Generated Reports
Report Definitions

Advanced Settings
1 System Settings >

To configure the time zone for a report:

Go to Reports > Report Definitions > All Reports.

Double-click the report, or right-click the report and select Edit.

Go to the Settings tab.

From the Time Zone dropdown, select a time zone to use for data in the report output.

>N

"2 Enterprise_FortiAnalyzer ADOM:root  >_ @~ L 2~ e admin +
@ Dashboard Edit: 360-Degree Security Review x
22 Device Manager
& Fortiview s Generated Reports ~ Settings  Editor
M Log View >
@ Fabric View > Path AllReports
B Incidents & Events > Name 360-Degree Security Review

| & reports v Time Zone Default -
Generated Reports Time Period =
Report Definitions a
Advanced Settings Dz
Devices ; .
4 System Settings > (GMT-12:00) Eniwetak, Kwajalein.
Subnets

(GMT-11:00) Midway Island, Samoa.
@ Generate separate report pe
(GMT-10:00) Hawail.

(GMT-9:00) Alaska.
Enable Schedule
(GMT-8:00) Pacific Time (US & Canada).
Enable Notification
(GMT-7:00) Arizona.
Enable Auto-cache @

(GMT-7:00) Mountain Time (US & Canada).

Filters >

Advanced Settings >

FLRTINET
5. Click Apply to save.
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System

This section lists the new features added to FortiAnalyzer for system settings:

Others on page 50

Others

This section lists the new features added to FortiAnalyzer for other features relating to system settings:

FortiAnalyzer GUl enhancements on page 50

Fabric of FAZ topology chart on page 54

Fabric of FAZ: member authorization with supervisor on page 56

Fabric of FAZ global FortiView support on page 61

Fabric of FAZ: Central report support and creating Fabric groups on page 63

Block out contract device from upgrading to next or major or minor release on page 66

FortiAnalyzer GUlI enhancements

To enhance the user experience and to align to FortiOS, the following changes have been added to the FortiAnalyzer
GUI:

Uses a new and customizable landing page (Dashboard)
Uses Neutrino framework

« Adopts a 3-layer navigation, making all menus accessible via a single click

The Dashboard includes widgets, such as Log Status and Alert Message Console. You can toggle which widgets display
from the Toggle Widget dropdown.
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nterprise_FortiAnalyzer

-]

Dashboard

Toggle Widget v

= Device Manager
B Fortiview » || System Information & ¥ I =~ ||UnitOperation e ¥ I =~
M LogView > || Host Name Enterprise_FortiAnalyzer [ FortiAnalyzer-VM64-
@ Fabric View * || serial Number FAZVMSTM22002705 FORTINET o
[ Incidents & Events > || platform Type FAZVM64-KVM
& 1 2
B FReports ? || HA Status Standalone m m
& System Settings * || system Time Wed May 10 18:10:18 2023 PDT ]
Firmware Version v7.4.0-build2220 230510 (Interim) &
Last Backup : N/A B A
. Admin / 1 in total 2]
7 hours 21 minutes 51 seconds
- 3¢ Restart @ Shutdown
License Information e K oI =v System Resources e X 1 =~
VMS License @ VMS License "+ &
ADOM License © Not Licensed (0 Used / 5 Total) bl
FortiCloud @ Registered
@ Cloud Management 2]
FortiGuard 18% A47% 7%
Indicators of Com... (@ Expiring in 25 days -
. . e Average CPU Usage Memory Usage Disk Usage
Ou @ Licensed (Expires 2023-06-04) More Details
Security Automation @ Expiring in 25 days -
Industrial Security Not Licensed (Trial) -
FERATINET - - - . -

You can access other pages, such as Device Manager, from the left-pane navigation.

Add Device 3B Device Group v

Dashboard F
- IF Search... Q Connectivity ,W Disk Quot... ‘ Last Log R...
88 Device Manager N . R R —
D Forw N All Logging Devices = o Ente. @D mi5Mn. @
oreview W Unknown €) WFGY... m30Min.. @
M Log View N 8 32 Hente.. 8 Hitow @
@ Fabric view R Devices =] Qo Devices micy ©
HUn.. W 1+ Days
B Incidents & Events > °
B Reports >
& System Settings ’ [ £t | [ Delete | [ @ TableView ~ Search.
a Device Name = IP Address = Platform < HA Status < Description < Firmware Version < -3
a @ Enterprise_First_Floor  10.100.88.101 FortiGate-VM64-... FortiGate 7.2.4,build139
[m} @ Enterprise_FortiMail 10.100.88.4 FortiMail-VM FortiMail 6.6
a @ Enterprise_FortiSandbo! 10.100.88.13 FortiSandbox-VM FortiSandbox 6.6
a @FGVMO010000166969  10.100.55.25 FortiGate-VMé4 FortiGate 5.2
O v fabric
a @ Branch_Office_01 10.1.0.1 FortiGate-VM64-... FortiGate 7.2.4,build139
[m} @ Branch_Office_02 10.2.0.1 FortiGate-VM64-... FortiGate 7.2.4,build139
a @ Enterprise_Core” 10.100.88.1 FortiGate-VM64-... FortiGate 7.2.4,build139
e RTINET a @ Enterprise_Second_F 10.100.88.102 FortiGate-VMé4-... FortiGate 7.2.4,build139

If there are sub-menus, as in FortiView, the left-pane navigation will expand to show other pages in that section.
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System

nterprise_FortiAnalyzer

Dashboard

= Device Manager

Top Threats

Threat Map

Compromised Hosts

FortiSandbox Detection

All Devices » @ Last 1 Hour v 2023-05-10 17:10:00 - 2023-05-10 18:10:00

| & Fortiview

Traffic
Shadow IT
Applications & Websites

VPN

System

Monitors
M Log View >
B Fabric View >
B Incidents & Events >
B Reports >
8 System Settings >

FZERATINET

Further sub-menus may also be available along the top of the pane. For example, in the image below, the admin has

Top Threats
3.0k
o 25k
S
2 20k
T 15k
£ 10k
500 //A\\ ,—/—-"‘\
Sl
17:13 1721 17:30 17:38 17:46 17:55 18:03
Threat = Threat Type & CVEID Threat Score & Threat Level 5
ip_src_session IPS 1.150 23
ip_dst_session IPS 1,150 23
VBA/Agent.LAG!tr.dldr Malware 100 2
tcp_port_scan IPS 50 1
blocked-connection Blocked by Firewall Policy 12,510 1 417
MS.SMB.Server.SMB1.MID.FID.Parsir IPS CVE-2017-0143 390 13

failed-connection

Failed Connection Attempts

m Critical
@ High
[0 Medium
o Low

Incidents = u

2,635 m—

navigated to FortiView > Traffic > Top Destinations.

nterprise_FortiAnalyzer

Dashboard Top Sources | Top Source Addresses [REIINELLELINEIN  Top Destination Addresses | Top Country/Region | Policy Hits | DNS Logs | ZTNA Servers O
= Device Manager
All Devices » @ Last 1 Hour v 2023-05-10 17:11:00 - 2023-05-10 18:11:00
| & Fortiview S
W= Destination IPs =v
Shadow IT © B
Applications & Websites 8.0k O Block
VPN [ Pass
6.0k
System g
- o 40k
Monitors 2
&
M Log View > 20k
B Fabric View >
B Incidents & Events N 17:13 1721 17:30 17:38 17:46 17:55 18:03
B Reports > Destination IP = Destination Object Applications Sessions = Bytes (Sent/Received) ¢ u
8 System Settings > 8888 all 1 7.342 s | 810.2KB/1.2MB 'm '
8888 all 1 5749 mem— 6409 KB/1.2MB 'm
8.8.8.8 all 1 3,529 m— 373.0KB/553.0KB n
10.100.88.5 all 5 3,163 m— 23 MB/1.9 MB ]
10.100.88.5 all 2 2456 mm— 2.8 MB/2.4 MB -
10.100.88.5 all 2 2,419 2.7 MB/2.3MB -
8888 all 1 2,044 wmm 250.4KB/303.8KB n

FZERATINET

When available, you can click the horizontal view icon (x) to switch to a vertical display of the sub-menu. The sub-menu

0% 100

will then display in a left-pane navigation instead.
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System

Dashboard Top Threats [ERITEETAVEY)

= Device Manager

Compromised Hosts FortiSandbox Detection

All Devices » @ Last 1 Hour v 2023-05-10 17:10:00 - 2023-05-10 18:10:00

500 //A\_\\

Top Threats
Traffic
Shadow IT
Applications & Websites
3.0k
VPN
v 25k
System S 20
Monitors T sk
=
M Log View > = 10k
B Fabric View >
B Incidents & Events > 1713
B Reports » || Threat=
¥ System Settings > ip_src_session

ip_dst_session
VBA/Agent.LAG!tr.dldr
tep_port_scan

blocked-connection

failed-connection

FZERATINET

MS.SMB.Server.SMB1.MID.FID.Parsir IPS

1721 17:30 17:38
Threat Type & CVEID
IPS
IPs
Malware
IPs

Blocked by Firewall Policy

Failed Connection Attempts

17:46

Threat Score =

1150
1,150

CVE-2017-0143 390

[E3
B Critical
@ High
@ Medium
O Llow
18:03
Threat Level 5 Incidents = u
23
23
2
1
417
13

2,635 m—

Click Toggle Horizontal Menu to return to the horizontal display at the top of the pane.

nterprise_FortiAnalyzer

Dashboard @ TopThreats
2 Device Manager W Threat Map
B Compromised Hosts
FortiSandbox Detection
Traffic B Toggle Horizontal Menu
Shadow IT

Applications & Websites

VPN

System

Monitors
M LogView >
Fabric View >
B Incidents & Events >
B Reports >
& System Settings >

F::RATINET

On any page in the GUI, you can click the menu icon (=) to hide the left-pane navigation. Click the menu icon (=) again to

re-open the left-pane navigation.

All Devices ~ @ Last 1 Hour v 2023-05-10 17:11:00 - 2023-05-10 18:11:00

Top Threats
©

3.0k
@ 25k
S
& 20k
@ 1.5k
£ 10k

W Critical
[ High

[0 Medium
o Low

17:13 17:21 1
Threat <
ip_src_session

ip_dst_session

7:30 17:38
Threat Type <
IPS

17:55 18:03
Threat Score = | Threat Level < | Incidents u

1,150 = 23 (]
1150 23

0% 7
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Threats Traffic Applications & Websites Compromised Hosts Incidents & Events v | Secure SD-WAN Monitor | SD-WAN Sumimary | Traffic Shaping Monitor e LIEIRLIEEIEE S I

=+ Add Widget [iEdit Layout '@ All Industries ~ @ Today ~ May 10 2023 - May 10 2023 DarkMode @ &

Worldwide Threat Prevalence By Industry - Today (UTC) 0 Top:5 « 1 & i

®

MSOffice/CVE_2017_11882 Clexploit Turkey
Taiwan

Vietnam

Malaysia

MSIL/GenKryptik. ENTS!tr Thailand

MSIL/GenerickD.66824822!tr

MSIL/Kryptik. AIRPltr
Other Countries

MSOffice/CVE_2018_0798.BOR!exploit

Fabric of FAZ topology chart

Al
‘9' This information is also available in the FortiAnalyzer 7.4 Fabric Deployment Guide:
- » Configuring the FortiAnalyzer Fabric

A FortiAnalyzer Fabric topology chart is displayed on the supervisor to quickly identify connected members and their
corresponding status.

FortiAnalyzer Fabric supervisor:

To view the topology on the supervisor, go to System Settings > Fabric Management > Fabric Settings. In the Fabric
Members section, the topology displays all connected members.

Fabric Settings
Status ©
Role Member
Cluster Name Fabric-22596
Session Port 6443
Secure Connection ©

Fabric Members

w supervisor L4
B eraz-s0
1P: 10.3.120.50
o@e member ® | | e@e member ® | | e@e member .
“@8° £A7.VMTM22090051 “@8® £p7.VMTM22090040 “@B® £27.VMTM23003360
1P:10.8.74214 1P:108.74.99
1P:10.3.120.54
| @ Authorize © Reject | © Authorize © Reject
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System

You can hover over the role for a FortiAnalyzer in the topology to display more information in a tooltip.

Fabric Settings
Status ©
Role Member
Cluster Name Fabric-22596
Session Port 6443
Secure Connection ©

Apply

Fabric Members

w supervisor L4
= eraz-50

Hostname FAZ-VMTM22090051
Role Member

Status ®in Sync

13 10.8.74.214

Serial No. FAZ-VMTM22090051

uiD 2611456110

Version v7.4.0-build2165

230222 (Interim)
Platform Name =

o@e member o Platform Type FAZVM64 o o@e member o
(2° FAZ-VMTM22090051 Amin S (et “@8° £a7.yMTM23003360
Last Ping Change ~ 2023-03-17 02:35:21
Last Ping Time. 2023-03-17 02:35:20
1P:10.8.74.214 Disk Usage Free 470.38GB
Disk Usage Total 491.15GB 1P:10.3.120.54
‘ ip 10.8.74.214

| @ Authorize ‘ © Reject

You can also see the topology in the supervisor's Log View. Hover over a FortiAnalyzer in the FortiAnalyzer Host Name
column to view the topology in a tooltip.

@ Dashboard RIClill Security v | Event v
= Device Ma
oo Device Manager eFAZ-54 v @ Last 5 Minutes v 16:46:38 To 16:51:37
Log View v
I @ [Add Fiter]
% Fabric
T #  FortiAnaly.. ADOM ¥ Date/Time Device ID Action Source User Destination IP | Service Application
e
e 1 eFAZ54 Nome: cFAZ-54 ETK18012¢ wclose 1021205 596454545  tcp/853 tcp/853
Fabric View > |2 eFAZ-54 FTK19001¢ @deny 1e80::2¢76:6055:f8ad:bbd1 ff02:c udp/1900 | udp/1900
Status @ Online
W Incidents & Events 3 eFAZ-54 e — ETK18012€ vtimeout  10.3.120.20 102174135 | tcp/514 tep/514
& Management Extensions 4 eFAZ-54 © 103.120.54 FTK19001¢ @deny feB0::2¢76:6055:8ad:bbd1 ff02:c udp/1900  udp/1900
Topology
£ System Settings 5  eFAZ-54 ) & ezl FTK19001¢ @deny fe80:2c76:6055:f8ad:bbd1 02::c udp/1900  udp/1900
583 FAZ-VMTM23003360
6 eFAZ-54 N ETK18012¢ @deny feB0:aelf.6bff-fece:d2e £f02::1:2 DHCP6 DHCP6
7 eFAZ-54 ETK18012¢ @deny feB0:aelf:6bff.fecerd2e £f02::1:2 DHCP6 DHCP6
8  eFAZ-54 fortinet 16:51:09 FGTBOETK18012¢ @deny feB0zecd: 7afffe7f:f482 £f02::1:2 DHCP6 DHCP6

FortiAnalyzer Fabric member:

To view the topology on a member, go to System Settings > Fabric Management > Fabric Settings. In the Fabric
Members section, the topology displays only the connection to the supervisor. It does not display the other members in
the FortiAnalyzer Fabric.

FortiAnalyzer 7.4.0 New Features Guide
Fortinet Inc.



Cluster Name Fabric-22596
13 10.2.120.50

Fabric Members

w supervisor o
FAZ-VMTM22008021

IP:10.3.120.50

e@e member
@ crpz-54

IP:10.3.120.54

Fabric of FAZ: member authorization with supervisor

Al
‘Q' This information is also available in the FortiAnalyzer 7.4 Fabric Deployment Guide:

» Configuring the FortiAnalyzer Fabric

The FortiAnalyzer Fabric authentication process has been enhanced by implementing the following:

« Members can join the FortiAnalyzer Fabric by entering the cluster name and IP of the supervisor. No static
password is required.

« The supervisor can authorize and reject members from joining the FortiAnalyzer Fabric.

* Atrusted-1list can be configured on the FortiAnalyzer Fabric supervisor to automatically authorize members if

they match the configured serial number.
* Atrusted-1list can be configured on FortiAnalyzer Fabric members, so that they will join the FortiAnalyzer
Fabric only if the supervisor matches the configured serial number.

FortiAnalyzer Fabric supervisor:

When configuring a FortiAnalyzer Fabric supervisor in System Settings > Fabric Management, there is no password
configuration in the Fabric Settings.

Fabric Settings

Status ©

Role Member
Cluster Name Fabric-22596

Session Port 6443

Secure Connection ©

Apply

v
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System

When members join the FortiAnalyzer Fabric, they will display in the topology for the supervisor. From this topology in
the supervisor, you can authorize or reject the members.

Fabric Settings
Status ©
Cluster Name Fabric-22596
Session Port ‘ 6443
Secure Connection ©
Apply
Fabric Members
w supervisor O
B eraz-s0
1P: 10.3.120.50
o@e member ® | | e@e member ® | | ¢@e member L4
“@8° £A7.VMTM22090051 “@8® £7.VMTM23003360 “@B® £A7.VMTM22090040
1P: 108.74.214
1P: 10.3.120.54 1P: 108.74.99
| @ Authorize ‘ © Reject |

If authorized, the member will join the FortiAnalyzer Fabric and it will remain visible in the topology.

Confirm Operation

Are you sure you want to authorize selected device?
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System

Fabric Settings

Status ©

Cluster Name: Fabric-22596

Session Port ‘ 6443
Secure Connection ©
Apply
Fabric Members
w supervisor =
B eraz-s0
1P: 10.3.120.50
o@e member ® | | e@e member L4 2@¢ member L4
“@8° £A7.VMTM22090051 “@8® £7.VMTM23003360 @8 Fp7-VMTM22090040
1P: 108.74.214 1P: 10.3.120.54 1P: 108.74.99

If rejected, the member will be removed from topology and it will be blocked from attempting to re-join the FortiAnalyzer
Fabric for 10 minutes.

Confirm Operation

Are you sure you want to reject selected device?
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System

Fabric Settings

Status ©

Role Member
Cluster Name Fabric-22596

Session Port 6443

Secure Connection ©

Apply
Fabric Members

w supervisor L4

' craz-s0

IP: 10.3.120.50
o@e member ® | | e@e member ® | | e@e member .
“@8° £A7.VMTM22090051 “@8® £7.VMTM23003360 “@B® £27.VMTM22090040
1P: 108.74.214 IP: 103.12054 1P: 108.74.99

FortiAnalyzer Fabric members:

When joining a FortiAnalyzer Fabric as a member, go to System Settings > Fabric Management. You do not need to
enter a password. Instead, enter the cluster name and IP of the supervisor.

Fabric Settings
Status ©
Role Supervisor
Cluster Name Fabric-22596
P 10.2.120.50
Session Port 6443
Secure Connection [ e}

Apply

After configuring the FortiAnalyzer as a member, the Authorization field will display Pending.

Fabric Settings

Status ©

Role Supervisor
Cluster Name Fabric-22596

P 172.18.78.50

Session Port

Secure Connection ©

Authorization Pending

Apply

Once the member is authorized by the supervisor, the Authorization field will change to Accepted. The topology will
display this member and the supervisor, but it will not display other members in the FortiAnalyzer Fabric.
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System

Fabric Settings
Status ©
Role Supervisor m
Cluster Name Fabric-22596
P 172.18.78.50
Session Port
Secure Connection ©
Authorization Accepted
Apply

Fabric Members

w SUPERVISOR °

W' FAZ-VMTM22008021

1P:10.3.120.50

o@e MEMBER .

“@B® FAZ-VMTM22090051

IP: Local

If the member is rejected by the supervisor, the Authorization field will change to Rejected. The member must wait 10
minutes before sending another request to join the FortiAnalyzer Fabric. To try again, click apply after the block-out time
is complete.

Fabric Settings
Status ©
Role Supervisor
Cluster Name Fabric-22596
P 10.2.120.50
Session Port 6443
Secure Connection [ e}
Authorization Rejected

Apply

To leave a FortiAnalyzer Fabric, go to System Settings > Fabric Management > Fabric Settings in the member and set
the Status to disabled. A message will display to confirm the action.

Leaving FortiAnalyzer Fabric? M| x

If you proceed, you will be leaving the FortiAnalyzer Fabric. Are you sure you want to

leave?

After confirming the message, click Apply to save the configuration.
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System

Fabric Settings

Status o)

If needed, the member can re-join the FortiAnalyzer Fabric, but it will need to be authorized by the supervisor again.

Trusted-list for a FortiAnalyzer Fabric:

The trusted-11ist configuration is completed on the CLI for both the supervisor and the members.

In the supervisor's CLI, you can add members' serial numbers to a t rusted-11ist. This supports wildcard; for example,

FAZ-VMTM120033*. Once a member's serial number is added to the t rusted-11ist, that FortiAnalyzer can
automatically join the FortiAnalyzer Fabric as a member without the supervisor's authorization.

To add a member to the trusted-11ist, enter the following command in the supervisor's CLI:

config system soc-fabric
config trusted-list
edit 1
set serial <member's serial number, which can include wildcards (*)>
end
end

In the member's CLI, you can configure a trusted-11ist with the supervisor's serial number to verify the legitimacy of
the supervisor. This prevents data leakage to a falsified supervisor. Members will only join the FortiAnalyzer Fabric when

the supervisor's serial number matches the members trusted-1ist.
To configure a trusted-1ist on a member, enter the following command in the member's CLI:

config system soc-fabric
config trusted-list

edit 1
set serial <Supervisor's serial number>
end

end

For members without a t rusted-11st configured, they will treat all supervisors as legitimate.

Fabric of FAZ global FortiView support

Ay
‘Q' This information is also available in the FortiAnalyzer 7.4 Fabric Deployment Guide:

¢ FortiView

The FortiAnalyzer supervisor allows you to see FortiView analytics across the entire FortiAnalyzer Fabric. For more
granular analysis, you can filter by the FortiAnalyzer members or ADOMs.
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System

In the FortiAnalyzer Fabric supervisor, go to the FortiView panes. The information in these panes are generated from all
members in the Fabric cluster. See the below example of FortiView > Threats > Top Threats.

= i s v ozdmm-

@ Dashboard LTRSS Threat Map | Compromised Hosts | FortiSandbox Detection L u]
& Device Manager

o G All Devices v @ Last 5 Minutes v 2023-04-14 18:41:00 - 2023-04-14 18:46:00 & Refresh
ortiview v
m Top Threats =

Traffic
Shadow IT \ Add Filter ‘0 B
Applications & Websites 10.0k B Critical
VPN o B8Ok [ High
g O Medium
System & 60k Olow
Monitors S a0k
M LogView > 20 ——
W Incidents & Events >
3:41:00 18:41:40 18:42:20 18:43:00 18:43:40 18:44:20 18:45:00 18:45:40
B Reports >
& System Settings Threat + Category + CVEID Threat Score + Threat Level + Incidents u
ip_src_session 1S 18,750 375 cmm
ip_src_session 1S 4900 m— 98 m
ip_src_session 1S 2150 43
tep_syn_flood 1S 1,650 33
test_botnet 1PS 1,600 m 2n
virus_test3 Malware 1100 w 20
EICAR_TEST_FILE Malware 1,000 20
virus_test Malware 500 u 10m
0% 18
FE:RTINET

Double-click an entry to drill down to a Log View of the information. In this view, you can determine the member using the
FortiAnalyzer Host Name column.

= i s v ezdmm-

@ Dashboard AU ThreatMap | Compromised Hosts | FortiSandbox Detection O
2 Device Manager
ol Top Threats >  Source v > LogView @
ortiView o
4 §
Summary D 8lock
BPass
Traffic Threat: file_test2 " 3
Category: Malware i
Shadow IT papieid LA
Applications & Websites Threat Score( " Blocked/ = Allowed): 100 m £
VPN Threat Leve!: ([EZN *
Incidents( - Blocked/ = Allowed): 20 m
System
1:59 11:59 12:00 12:01 12:01 12:02 12:0
REaS ( ©User= oor ©Unauthenticated User= &) © Source [P=" " Security Event List = file_test2' [ Add Filter O‘ aQa o
M Log View >
- #  $Date/Time Device ID User  FortiAnalyzer Host Name  ADOM Action Source Destination IP | Service
B Incidents & Event
ncidents vents >
B Reports , 1 120449 FGT60ETK oFAZ205 S wrre )
; 2 120449 FGT60ETK €FAZ-205 HTTP
£ System Settings Status ® Online
12:08:47 FGT60ETK FAZ-205 . v HTTP
4 12:03:47 FGT60ETK eFAZ-204 i 103.120205 HTTP
Topology
5 120347 FGT60ETK eFAZ-204 © W FAZVMTM23003736 TP
APAZVMIM22011969
6 1208347 FGT60ETK FAZ-205 o Semtsa— HTTP
7 120246 FGT60ETK FAZ-205 HTTP
8 120246 FGT60ETK FAZ-204 root vaccept HTTP
9 120246 FGT60ETK eFAZ-204 root Vaccept HTTP
PRy corincry s onc s [re==
— S
Fi:RTINET 1000 v fPage - 2

You can also filter the FortiView panes by the Fabric members or ADOMs in the device list.
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@ Dashboard

& Device Manager

RVRLUTEN  Threat Map | Compromised Hosts

All Devices v @ Last 5 Minutes v 2023-04-14 19:06:00 - 2023-04-14 19:11:00

FortiSandbox Detection

oadmm >

O

& FortiView v
Q =
Traffic [8 O @Al Devices ]
o 8 [0 BeFAZ-204 ‘e B
O Groot
Applications & Websites O SFortinet | Critical
VPN O ®internal M High
0 6aa @ Medium
Syst
veen O @correlation Otow
Monitors @ O DeFAZ-205 \”\/
M Log View > O &root
Incidents & Event: O gue
B Incidents & Events > O eofce
19:08:00 19:08:40 19:09:20 19:10:00 19:10:40
B Reports > O eData
B System Settings O &correlation CVEID Threat Score & Threat Level Incidents + H
[l = Cancel 17,800 o mm— 356 m
1p_src_session ws 3000 m c0n
test_botnet 1PS 1800 m 36w
tep_syn_flood 1PS 1,800 36
EICAR_TEST FILE Malware 1750 1 350
ip_src_session 1Ps 1,200 24
tep_port_scan 1PS 1200 n 240
virus_test3 Malware 1200 u 240
0% 19
Fi:ERTINET

Fabric of FAZ: Central report support and creating Fabric groups

* Reports

“é’, This information is also available in the FortiAnalyzer 7.4 Fabric Deployment Guide:
- « Fabric Groups

Reports can now be executed from the Fabric supervisor that fetches and aggregates data from multiple FortiAnalyzer
Fabric members. Reports are centrally visible on the supervisor.

Additionally, FortiAnalyzer Fabric members or ADOMs can be grouped in a Fabric Group, which can be used in the Log

View, FortiView and Reports device filter.

Reports:

The Reports panes are available in the FortiAnalyzer Fabric supervisor.

@ Dashboard
Device Manager

FortiView

JULSSWS Templates | ChartLibrary | Macro Library | Datasets

[ Report - | [ W& Folder v | [ § More v/| [ Show Scheduled Only

Search...

Incidents & Events

>
Log View >
>
v

Reports

Generated Reports

Report Definitions

Advanced Settings

v

'DDDDDDDDDDDDDDDDDDDO

¥ System Settings

FortiAnalyzer 7.4.0
Fortinet Inc.

Title 4

€ BApplication Reports

3 BiAsset and User Reports
© B&Compliance Reports

@ MiFabric Reports

@ BeFortiCache Reports.

@ BaFortiClient Reports

3 MFortiDDoS Reports

3 BaFortiDeceptor Reports
@ MiFortiFirewall Reports
@ BrortiGate Reports

© MFortiMail Reports

@ BaFortiNAC Reports

@ BiFortiNDR Reports

3 BrortiProxy Reports

3 MFortiSandbox Reports
@ MiFortiWeb Reports

3 BiNetwork Reports
BSOutbreak Alert Reports

Language + | Cache Status =  Time Period +

Devices + Schedule +

Config Recommendation + Ou:
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System

In the supervisor, you can edit a report to specify which devices (Fabric members, ADOMs, and Fabric Groups) to
include when running the report.

@ Dashboard Edit: Daily Summary Report x
& Device Manager
B Fortiview N Generated Reports ~ Settings  Editos
M LogView >
W Incidents & Events > Path Al Reports
I B Reports v Name Daily Summary Report
Generated Reports Time Period Yesterday v

Report Definitions © 04/16/2023 00:00:00 - 04/16/2023 23:59:59 (for example)

Advanced Settings
Devices O All Devices @ Specify
& System Settings >

BAIl_FortiGate x

Q

@0 @eFAZ-204

@ Gener [0 @¢FAZ-204[ro0t]

[ @eFAZ-204[Fortinet]
[ eFAZ-204(Internal]

Subnets

Enable Scf D) @eFAZ-20410A]
Generat [ GeFAZ-204[Correlation] Days -
S0 @eFAZ-205
Start Tin 0 @efaz-205fr00t] 03:00:00 AM <)
End Tim [ GeFAZ-205[Lab]
[ @eFAZ-205[Office]
Enable No [ &¢FAZ-205(Datal
Enable Au{ ([0 @eFAZ-205[Correlation]
Extendd  CJBAIl_root_adoms

O BTest

® -
FL:RTINET Gjm = Bl cne m Return

The reports' formats, charts, and tables are the same as a regular FortiAnalyzer's, but they include aggregated results
from all the selected members.

Daily Summary Report pets beswees 2025.04-16 00:00:00 sad 2023.04.16 23:59:59
Seat Received
50689 235w
, 12068
£ ol )
Z o Traffic Usage
68!
0415 00:00 0416 0300 04:16 06:00 04:16 0300 04161200 0416 1500 04161800 0416 2100

Top Application Category
Top Application by Severity P App gory

# Application Category Risk Sessions Blocked  Allowed Bytes Seat 1 Received Q‘
15 ProxyHTTP © Proxy ° 0 739KB

28 Keroxy e 2 2%152%B

5 BiTonent 13,594 3359 M8

4 v2 VNC_Clipboard 26 351GB

5% VNC 3 15238

Top Threat Top Website by Traffic
# Threar Caregory Thoest Score  Blocked - Allowed Incidents  Blocked - Allowed

1 Faie o Failed Consection 107584

> s 50733

3 ip_stc s |
4 Blocked Connection Blocked Connection

5 tep_syn_flood s 415750

To create a Fabric Group in a FortiAnalyzer Fabric:

1. Inthe FortiAnalyzer Fabric supervisor, go to System Settings > Fabric Management > Fabric Groups.

[ # Create New | [ Edit ] [ i Delete Search.
Device Name * 1P Address Platform Logs Average Log Rate(Logs/... + Device Storage + Description n
© All_root_adoms @
@ eFAZ-204 10.3.120.204 FortiAnalyzer-VMé4
root
B eFAZ 205 10.3.120.205 FortiAnalyzer-VMé4
root

2. Click Create New.
3. Inthe Group Name field, enter a name for the Fabric Group.
4. Inthe Add Member section, select the FortiAnalyzer Fabric members to include.
To add only specific ADOMs from the member, expand the member in the list and select the ADOMSs to include.
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Create Fabric Group x

Group Name Test

Description

Add Member

Q
[@ eFAZ-204
@E eFAZ-205
[ Correlation
Data
[ FortiAnalyzer

[ FortiAuthenticator
[FortiCache
[FortiCarrier
@ @ = 2 entries selected

5. Click OK.
The Fabric Group can now be edited or deleted from the table.

[ Edit | [ @ De Search...
Device Name + 1P Address + Platform + Logs = Average Log Rate(Logs/... + Device Storage + Description + :
@ eFAZ204 103120204 FortiAnalyzer-VM64
3 root
@ eFAZ-205 10.3.120.205 FortiAnalyzer-VMé4
root
on Tst@®
B eFAZ204 103120204 FortiAnalyzer-VM64
QA
FGT61F-V64 10.2.60.43 FortiGate-61F @®RealTime  N/A 0%
FGT101E-2 102.60.41 FortiGate-101E @RealTime  N/A 02%
@ eFAZ-205 10.3.120.205 FortiAnalyzer-VMé4
oot
eFGT-HA_FGVULV  10.3.120.201 FortiGate-VM64 @RealTime  N/A 0%
SYSLOG-0A0378... 10.3.120.232 Syslog-Device @RealTime  N/A 0%
FG100D3G12800... 10.2.0.150 FortiGate-100D @RealTime  N/A %
FortiGate-1500D  10.2.0.250 FortiGate-1500D @RealTime  N/A 0%
FG3KSETB19900... 10.2.0.250 FortiGate-3600E @RealTime  N/A 0%
eFGT-201 10.3.120.201 FortiGate-VM64 @RealTime  N/A 0%

The Fabric Group is also visible in Device Manager.

@ Dashboard IF | Search. Q

mera. @ merA. @ mori. @
B Fortiview > | Unauthorized Devices A @ A @ moi. @
® e ; 125 . 125 125 oz
;
;
;

B Incidents & Events Tert
B Reports
© System Settings

000000

@ Collapse All | [ @ Expand All @© Show Charts ~ | | Search.

Name = 1P Address = Platform = Logs = Serial Number = Average Log Ratellogs/... = Device Storage * Des:r!ma
@ eFAZ204 103.120.204 FortiAnalyzer-VM64 FAZ-VMTM '
Broot
B eFGT-HA FGVULY 103120201 FortiGate-VM64 @RealTime  FGVULVTM NA ox
& root vdom @ Real Time: N/A o%
B @ FWF61E-V64 10.20.250 FortiWiFi-61E @ Real Time. FWF61ETK 5 | 7.59%
& root vdom ® Real Time: 5 SR
2@ FW-93-FCT 192.168.125.1 FortiGate-VM64 @ Real Time. FGVMO04TM N/A 0%
& root vdom @ Real Time NA ox
8@ FG100D3G12800081 10.20.150 FortiGate-100D @ Real Time. FG100D3G N/A 0%
@& root vdom @ Real Time. N/A 0%
@ @ FortiGate-1500D 10.2.0.250 FortiGate-1500D @ Real Time. FG1K5D3I N/A 0%
@ root vdom @ Real Time. N/A 0%
B FGIKEETB19900075 1020250 FortiGate-3600E @RealTime  FGIKETE NA %
& oot vdom @ Real Time: N/A o%
@ @ FCTEMS0000114212 10.3.120.247 FortiClient-EMS @ Real Time. FCTEMS0000 N/A 0.04%
& default vdom @ Real Time. N/A oo
B @ eFGT-80E 10.3.120.254 FortiGate-80E @ Real Time. FGTBOETK 3 ] 289%
& root vdom ® Real Time: 3 1 209%
0% 296

It can be selected in the device filter for FortiView, Log View, and Reports. See an example in Log View below.
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£33 eFAZ-55

@ Dashboard
= Device Manager
B FortiView

|m Log View

FortiGate

@ FortiClient
FortiMail

@ FortiSandbox
& FortiAuthenticator
@ Fortiweb

¥ FortiCache
& FortiProxy
FortiDDoS
FortiManager
FortiAnalyzer

1@ @ 8

® e &

Syslog
FortiNAC
FortiDeceptor

FortiFirewall

W

FortiNDR
FortiSOAR

B 2

W Incidents & Events

F

TINET

Event v | GTP

Test v @ Last1Day v Apr16ToApr17

Trafﬁc Security v

Q
B0 DAl Devices ]| User  FortiAnalyzer Host Name  ADOM Action Source
S0@eraz-204 €FAZ-204 Qr Vaccept | 192.168.1119
O Groot
O GFortinet €FAZ-205 root Qdeny 1e80:2¢76:6055:f8ad:bbd1
D Sinternal eFAZ-205 root velose 10.3.120.29
OeoA
O éCorrelation €FAZ-205 root Qdeny 1e80:276:6055:f8ad:bbd 1
OO0 BeFAZ-205 eFAZ-205 root Qdeny 1e80::2c76:6055:8a4:bbd1
O root
Oewn eFAZ-205 root welose 10.3.120.29
O eoffice €eFAZ-204 QA Qdeny 0000
g ot hel  eFAZ-204 QA vl hel (10.212.137.200)
O 6Correlation rachel el close rachel (10.212.137.
O &BAIl_root_adoms eFAZ-204 QA accept 192.168.1.101
D&Brest & rachel  eFAZ-204 QA client-rst rachel (10.212.137.200)
@ © B B3 e €FAZ-205 root Qdeny 1e80::276:6055:f8ad:bbd 1
T2 12370 FGT60ETK18099TYF eFAZ-205 root Qdeny 1e80:2¢76:6055:f8ad:bbd1
13 12:37:17 FG101E4Q17003922 eFAZ-204 QA Qdeny 10.2.175.110
14 123717 FG101E4Q17003922 eFAZ-204 QA Qdeny 0000
15 12:37:17 FG101E4Q17003922 rachel  eFAZ-204 QA dlient-rst | rachel (10.212.137.200)
16 12:37:17 FG101E4Q17003922 eFAZ-204 QA Qdeny 10.2.60.107
17 12:37:17 FG101E4Q17003922 eFAZ-204 QA Qdeny 0.0.0.0
50 + /Page . 2

O
B £
9 a e
Destination IP Service u
10.2.60.103 tcp/514
ff02::c udp/1900

96.45.46.46 tcp/853
f02::c udp/1900
ff02::c udp/1900
WH96.45.46.46 tcp/853
255.255.255.255  DHCP
10.2.90.106 HTTPS
192.168.2.102 tcp/514

10.2.60.82 HTTPS
ff02::c udp/1900
ffo2:c udp/1900

10.2.175.255 udp/138
255.255.255.255 DHCP
10.2.90.106 HTTPS
255.255.255.255  udp/6666
255.255.255.255  DHCP

Block out contract device from upgrading to next or major or minor release

A\,

This information is also available in the FortiAnalyzer 7.4 Administration Guide:
¢ Updating the system firmware.
¢ Updating the system firmware

To view available FortiGuard images:

1. AFortiAnalyzer with a valid contract will display all available FortiGuard images and allow upgrading or
downgrading to any version.
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System

o System Settings:

Firmware Management

Current Version

Upload Firmware

FortiGuard Firmware
Backup Configuration

Encryption

v7.0.3-build1362 230210 (Interim)

Add files by drag & drop here or Add Files

7.2.2(1334)

Q
v 7.2.2(1334)
7.2.1(1215)
7.2.0 (1124)
7.0.4 (306)
7.0.3 (254)
7.0.2 (180)
6.4.10 (2549)

6.4.9 (2513)

2. AFortiAnalyzer without a valid contract or with an expired contract will only display available patch images and
support patch upgrades.
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o System Settings:

Firmware Management

Current Version

Upload Firmware

FortiGuard Firmware

Backup Configuration

Encryption

v7.0.3-build0237 230215 (Interim)

Add files by drag & drop here or Add Files

7.0.4 (306)

Q
v 7.0.4(306)
7.0.3 (254)

7.0.2 (180)
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« FortiAnalyzer setup wizard:

FortiManager Setup - Upgrade Firmware (3/4)

Upgrade Firmware

A A new firmware version is available

Current Version v7.0.2-build0180 230209 (Interim)
Latest Version 7.0.4 (306)

Release Notes
Backup Configuration [ o)
Encryption (@ ]
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Cloud Services

This section lists the new features added to FortiAnalyzer for cloud services:

« FortiAnalyzer supports FortiCare Elite Service on page 70

FortiAnalyzer supports FortiCare Elite Service

FortiAnalyzer and FortiAnalyzer Cloud now supports FortiCare Elite Service.

To use this service, cloud management must be enabled on the FortiAnalyzer and the FortiGate Cloud portal.

212 FAZVM64

ADOM:root  >. @~ L1~ eadminv

@ Dashboard

Toggle Widget v

@ Device Manager
B Fortiview 5 | License Information e ¥ I =v
M Log View >
@ FobricView , | BVMLicense Valid 10K-UG +|[a
B Incidents & Events R @ FortiCloud @ Registered @ Cloud Management [
B Reports R ® FortiGuard Indicators of Compromise ... € Not Licensed -
& Management Extensions FortiAnalyzer Outbreak D... € No License
& System Settings Server Location m3 Servers located in US only ®
9 security Operations Security Automation © Not Licensed -4
Industrial Security Service € Not Licensed w
Security Rating Update © Not Licensed -4
¥ Logging Devices/VDOMs 3/10,000 (0.0%)
¢~ FortiCloud £ senvicesv @ smoty  Lavout -

D MapView  Regif

G FortiGate Cloud List View

& Assets Add FortiGate | Customize Columns Add Filter Sortby | SN Show FortiManager Deployed

B Report

= Inventory DA SN Name Firmware Status SD-WAN Management Connectivity Subsct
. cPU I 8%
Audit Log FAZVMTM22090591 FAZVM64 740 Memory mm 2% 4
£} PR (@] FGVMO04TM22090093 C — <
+ Add FortiGate
(@] FGVMO4TM22090094 — v
(@] FGVMOA4TM22090150 fgt06-ftnt02 705 — v
»
F22RTINET. Copyrignt ©2023Fortinet, Inc. All Rights Reserved. Terms | Privacy | Versionv232.1750

Log forwarding configuration to the Elite Service can be viewed in the FortiAnalyzer GUI. This log forwarding
configuration cannot be edited or deleted.

ADOM:root > @~ L1~ oadm\'r\v

@ Dashboard FortiAnalyzer Fabric | Logging Topology | AIADOMs | StorageInfo | Network | HA | Admin v | Certificates v PRI - O
2 Device Manager
Settings  Output Profile

B Fortiview >
M Log View > [ Edit | [ @ Delc Search.
Fabric View > @  ServerName* Forward Logs to Device Filters = Forward Logs Frequency + Output Profile = n
B Incidents &Events > O fa2 FortiAnalyzer(10.2.88.121) [root]FGVMSLTM22002986, [root]FGVMSLTM22003023, [roof «/Real-time N/A

Reports >
B Rep v elite Elite Service(172.1694.93) E Real-time N/A

2 Management Extensions
£ System Settings

Fi:RTINET

The log forward configuration to Elite Service is also visible in the FortiAnalyzer CLI. For example:

config system log-forward
edit 40000
set mode forwarding
set fwd-max-delay realtime
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set server-name "elite"
set server-addr "172.16.94.93"
set fwd-server-type elite-service
set fwd-reliable enable
set fwd-compression enable
set fwd-archives disable
set proxy-service disable
config device-filter
edit 1
set action include-like
set device "*"
next
end
set log-filter-status enable
config log-filter
edit 1
set field level
set oper >=
set value "critical"
next
edit 2
set field logid
set value "0110052000"
next
end
set signature 1449934396
next

You can disable the Elite Service in the FortiAnalyzer CLI, if needed. It can also be re-enabled using the same
command. In the FortiAnalyzer CLI, enter:
config system central-management

set elite-service {enable | disable}
end

Ifelite-service is disabled, the log forwarding to Elite Service will automatically be removed. FGC will push the
configuration back ifthe elite-serviceislater setto enable.

FAZVM64 # config system central-management

(central-management) # get

type : cloud-management

elite-service : enable
Logs that meet the filter within the log forward configuration will be forwarded to Elite log server. See a sample log in the
FortiAnalyzer GUI below:
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At~ omm\'nv

@ Dashboard RCTSCTSTAY  Event: Security Rating v O
e
& Device Manager All Devices v @ Last 7 Days v Apr 12 To Apr 19 % By Fo
FortiView >
= ‘Add Filter 0‘ Q @
| M Log View v o ox
cabric # A $Date/Time Level Device ID Log Description Security Rating Scou = dentity
oy N 3 - . Device ID FGVMSLTM22003023
1 10:30:30 PO - G\/MSLTM2200302 Security Rating summary  274.5 e e [Bvvtsnonsint
ESTrAaTee 2 10:30:30 notice  FGVMSLTM22003023 Security Rating summary 850 & Rating
Audit ID 1681925423885
B Log Browse 3 10:30:30 notice  FGVMSLTM22003023 Security Rating summary  240.0 Critical Count 1
o - P High Count 6
@] Log Group 4 10:20:30 notice  FGVMSLTM22002986 Security Rating summary  274.5 o o o
@ Fabric View > s 10:20:30 notice  FGVMSLTM22002986 Security Rating summary 850 Medium Count 10
. Passed Count 77
B Incidents & Events > 6 10:20:30 notice  FGVMSLTM22002986 Security Rating summary  240.0 Report PostureReport
Reports > 20+ 9 N N Security Rating Score 2745
=] 7 06:20:28 notice  FGVMSLTM22003023 Security Rating summary  274.5 cocurity Rting Tme Tanrsars
= Management Extensions 8 06:20:28 notice FGVMSLTM22003023 Security Rating summary 85.0 HE Type
. Sub Type security-rating
© System Settings 9 06:20:28 notice  FGVMSLTM22003023 Security Rating summary 2400 Type event
. P S Alerts
10 06:10:28 notice  FGVMSLTM22002986 Security Rating summary  274.5 o otice
1 06:1028 notice  FGVMSLTM22002986 Security Rating summary 850 = General
Log Description Security Rating summary.
12 061028 notice  FGVMSLTM22002986 Security Rating summary  240.0 LogID 0110052000
Virtual Domain root
13 02:1031 notice  FGVMSLTM22003023 Security Rating summary  274.5 = Others
14 02:10:26 notice FGVMSLTM22003023 Security Rating summary 85.0 D: 2023-04-19
Date/Time 10:30:30
15 02:1026 notice  FGVMSLTM22003023 Security Rating summary  240.0 Destination End User D 3
Destination Endpoint ID 3
16 02:00:32 notice  FGVMSLTM22002986 Security Rating summary  274.5 Device Time 2023.04-19 103028
FE:ATINET £=Total logs for analytics: 8 days 20 hours. 50 vipage [l 2 3 4 5 6| ~0385Second

Sample logs from Elite log server:

2023-04-14 13:50:42,136 DEBUG Processing /dev/shm/fams/log upload/proc/FAZ-
VMTM22090591.1264692.nrt.e.1681505055.562204.34406

2023-04-14 13:50:42,137 DEBUG Create new raw log file: elog 20230414 135042 for (***x*,
elog)

2023-04-14 13:50:47,083 DEBUG ---sending elite kafka msg---,
elitelogserver.remoteaccessmgr.faz.fsbp, {"action":"downloadFsbpFile","data":
{"fazSn":"FAZ-

VMTM22090591", "fgtSn" : "FGVMSLTM22002986", "auditId" :***** "gccountId":***** "auditTime"
11681490426} }

Note that this log forward configuration does NOT impact other types of log forwarding.

ADOM:root > @~ L1~ esdmmv

@ Dashboard Edit Log Forwarding x
& Device Manager
B FortiView > Name faz2 J
M Log View > Status ©
@ Fabric View > Remote Server Type FortiAnalyzer M
B Incidents & Events > Server FQDN/IP 10.2.88.121
B Reports > Compression [e ]
I Management Extensions Reliable Connection o
4 System Settings Sending Frequency Every 1 Minute  Every 5 Minutes
Log Forwarding Filters
Device Filters Include v | [root]FGVMSLTM22002986 g
Include + | [rootFGVMSLTM22003023 i
Include + | [rootFGVMSLTM22003333 &
Select Device
LogFilters ©
Log messages that match Al
Log Field Match Criteria Value
® Log Type v | Equal to v | Traffic v o+ @
@ Level ~ | Not equal to v | Alert Vo W

FiERTINET

The Elite log server can call API to get the Fortinet Security Best Practices (FSBP) reports.
API:

"apiver": 3,
"url": "/fazsys/auditrpt/fgt-orig-rpt",
"data":
{
"devid": "FGVMSLTM22002986",
"auditID": "1681505424727"
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}

The reports are updated in FortiAnalyzer:

bash# cd /driveO/private/restapi/audit rpt/

bash# 1s

FGVMSLTM22002986 FGVMSLTM22002986 PostureReport
FGVMSLTMZ2

overageReport FGVMSLTM22003023 3
FGVMSLTMZ2 OptimizaticonReport
bash#

optimizationReport
_PostureReport
FGVMSLTM22003023 CoverageReport

\,

This log forward config does not impact other types of log forward in FortiAnalyzer.
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Operational Technology

This section lists the new features added to FortiAnalyzer for Operational Technology:

¢ Operational Technology (OT) Security Service on page 74
e OT Purdue Model in a consolidated Asset & Identity Center Dashboard on page 76
e OT Security Risk Report on page 79

Operational Technology (OT) Security Service

Upon purchasing the OT Security Service Entitlement, the Asset Identity Centerin FortiAnalyzer will include valuable
information regarding the detected OT/loT vulnerabilities. This includes information such as:

* Abreakdown of OT/IoT vulnerabilities with corresponding severity

e Top 10 OT/IoT vulnerabilities by number of occurrences

* Top 10 assets with OT/loT vulnerabilities

 Details of the vulnerabilities per endpoints

With this service, you can access the following features:

» Go to Asset Identity Center > Summary for OT/IoT Vulnerability widgets.
Dashboard AssetIdentity List | Custom View v

Device Manager

Forivien , |[osge Wigget « 5 Scttings de
Log View > | OT/laT Vulnerability & I =v || Top 10 OT/loT Vulnerability o =Ev : Top 10 Asset with OT/IoT Vulnerabilit 3 =+ : OT/IoT Mitigated Vulnerability(6C & 3 =+
i . ; |
Pt mHigh Vulnerability = CVE Severity + | Total | Asset Severity ¢ n | m High
. el usna cvezor97oo N 2 =GN - | [
Connectors ‘ 472519 cve-2017-154 [N |t | 00:0c:29:f8:¢7:59 Nl
Incidents & Events N 472500 | 2017153 [N |t | ancroid-7beordecctiasdos [N fr—
Reports > f 472515 cve-2017-153 [N |1
Management Extensions ( a7 | cveroser7 [EEN |t
\\ / 472516 cve-2017-154 [EENN |1
- 472505 cvezor7-1ss [EEN 1 Low
477510 AE2017.152 T |1 | P’
0%10 || B o w0
Detection Method g 5 Re Detection Source 2 B B Identified/Unidentified Asset e U =v
@ by_m: W unidentified
Farticate-180 ‘W FGVMO02TM230014.
If you do not have a license for the service, the widgets will not be visible.
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8 Fortiview

M LogView

@ FabricView
Automation

Fabric Connectors

Asset Identity Center

Subnets
B incidents & Events

> le Widget v

>

>

Wentiy

B Reports >
& System Settings >
FE:ATINET

» Go to Asset Identity Center > Asset Identity List > Asset List to view OT/IoT Vulnerabilities in the table.

Detection Method

Detection Source

Identified/Unidentified Asset & 3

mby_mac m FortGate-181 muridentited
mbyso FortiGate-181 B test_he_FGVMO4 midentited
mby_fenid W ForsGate-101F
e W FortGate-180
e oo W FGSHIES818900091
FortiGate-101F
FortiGate-180
FG5HIE5818900091
o 2000 400 6000 8000 10000
Hardware/OS Distribution o 11 = ||Discovery Timeline 2
A © 2022:06-14 09:26 - 2023-06-14 0926
NA B Windows m Endpoints
W Unknown 10000
Windone mUnux
mFortos 000
Unknown 6000
Ui 4000
2000

@ Dashboard
& Device Manager
@ FortiView

M LogView

@ Fabric View

Automation

Connectors
B Incidents & Events
B Reports
B Management Extensions

£ System Settings

TINET

summary [ENCSISICVEEE  Custom View v

Assetlist  OT View

5 ©LastiWeek v 2023-04-14 1024:54 - 2023-04-21 102454

v |[Add Filter]

o

Endpoint Name <

Asset Identity Center Win-10-1

192.168.174.206

> | android-7b82fdecc

> | FCTEMS0000103259
FCTEMS0000105121
FCTEMS2644034189
FCTEMS4086893656
FCTEMS8821006601
FortiGate-101F

Stone-FortiGate-80E-POE

FGT61F-1

FGT91E-1
FGVM02TM22010033
FortiGate-180
FortiGate-181
FGVM02TM23001405
FGVMO02TM23001405

Tags =

User =

MAC Address =

00:0¢:29:22:d4:60
00:0c:29:(8:7:59
88:10:36:23:25:67

OT/IoT Vulnerabilities +

1P Address =
192.168.174.25
192.168.174.206
192.168.1.2

Asset.

Identity

e

656F60()

0% 10,000

 Click the numbers in the OT/IoT Vulnerabilities column to display the vulnerabilities in more detail, including Type,

Severity, Reference, and Description.

Dashboard
Device Manager
FortiView

Log View

Fabric View

OBEBe

Automation
Asset Identity Center
Connectors

Incidents & Events

Management Extensions

a
B Reports
=2
]

System Settings

FiIRTINET

View IoT Vulnerabilities for Win-10-1

Search.

Vulnerability ID

473915
472517
472514
473162
473163
473166
473159
473160
473161
473158
473145
473148
473144
473147
473140
473143

Type

Buffer Errors
Other

Buffer Errors

Other

Other

Code Injection

Other

Other

Buffer Errors
Information Disclosure
Other

Other

Other

Other

Other

Other

CVE-2023-1529

CVE-2017-15402
CVE-2017-15398
CVE-2017-5120
CVE-2017-5120
CVE-2017-5124
CVE-2017-5118
CVE-2017-5118
CVE-2017-5119
CVE-2017-5117
CVE-2017-5107
CVE-2017-5110
CVE-2017-5106
CVE-2017-5109
CVE-2017-5102
CVE-2017-5105

Out of bounds memory access in W...
Using an ID that can be controlled ...

Astack buffer overflow in the QUI...

Inappropriate use of www mismatc...
Inappropriate use of www mismatc...
Incorrect application of sandboxing...
Blink in Google Chrome prior to 61....
Blink in Google Chrome prior to 61....
Use of an uninitialized value in Skia ..
Use of an uninitialized value in Skia ..
Atiming attack in SVG rendering i ..
Inappropriate implementation of th...
Insufficient Policy Enforcement in ...

Inappropriate implementation of un...
Use of an uninitialized value in Skia ..

Insufficient Policy Enforcement in ...

» Click the CVE reference in the Reference column to view the details.
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v

VULNERABILITIES.

JKCVE-2017-15402 Detail

ipti UICK INFO
Description Q
Using an ID that can be controlled by a compromised renderer which allows any frame to overwrite the page_state of any other frame in the CVE Dictionary Entry:
same process in Navigation in Google Chrome on Chrome OS prior to 62.0.3202.74 allowed a remote attacker who had compromised the CVE-2017-15402

NVD Published Date:
01/09/2019
NVD Last Modified:

renderer process to potentially perform a sandbox escape via a crafted HTML page.

Severity [WEYESRNERSN  CVSS Version 2.0 01/30/2019
Source:
CVSS 3.x Severity and Metrics: Googlelnc
\% i NIST: NVD Base Score: Vector: CVSS:3.0/AV:N/AC:L/PR:N/ULR/S:C/C:H/I:H/AH

ing VsS scores. is y
CVE List from the CNA.

Note: have published a CSS score for this ey availabie i ion at the tr is. The
a score within the CVE List. -

+ Inthe FortiAnalyzer CLI, you can enter the following command to check the status of the endpoint data link between
FortiAnalyzer and FortiGate:
diagnose test application oftpd 20 fgt-stat

OT Purdue Model in a consolidated Asset & Identity Center
Dashboard

Al
‘Q' This information is also available in the FortiAnalyzer 7.4 Administration Guide:

e OT View

An OT Purdue model has been added to a new and consolidated Asset & Identity Center.

This spec introduces a consolidated dashboard for both Assets and Identities: Fabric View > Asset Identity Center. In
previous versions, Asset and Identity each had a separate dashboard.

In the new OT View, each asset is represented in its corresponding Purdue Layer. All associated endpoints are visible
with clear, linear relationships.

To view the new OT View, go to Fabric View > Asset Identity Center > OT View.
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@ Dashboard Summary [NCCREICIIER  Custom View v
B Device Manager
Assetlist  OTView
B Fortiview > R
B ogView » | SelectDevices: 4 cniries selected | Group By Device Type || & Lock View || ® Hide Connection | FGVMO4TM22007757 @ | < | > % Custom View v
Fabric View v
|a Level 5
Security Rating Business Planning & Logistics
Unknown
Connectors
Asset Identity Center
B FortisoC > N
B Reports PRl Business Planning & Logistics

Management Extensions

=
B System Settings

Level 35

Level 3
Operations & Control

Level 2 (o)

Area Supervisory Control

Use the Select Devices fields to display all endpoints associated with specified devices.

@ Dashboard Summary [RCESITSCTMEE Custom View v

2 Device Manager
Asset List OT View

& Fortiview > P
M LosView ,  Select Devices: 1entry selected | Group By Device Type v | @ Lock View || 9 Hide Connection | Search D G
| s -

Connectors.
B Reports >
& Management Extensions
& System Settings

vel 4
Business Planning & Logistics

Level 3
Operations & Control

Level 25
5424DN3X17000169-4094

Level 2
Area Supervisory Control

FGBOEP4Q17001289

FiEATINET

Use the Search field to find a specific endpoint, as needed.

@ Dashboard Summary [RESITSCMEEE Custom View v

2 Device Manager
Asset List OT View

B FortiView > R
B LogView » | SelectDevices: 4 cniries selected | Group By Device Type || @ Lock View | ® Hide Connection | FGVM04TM22007757 @ | < | > 2 Custom View v
Fabric View v
I a Level 5 2
Security Rating, Business Planning & Logistics
Unknown
Connectors
Asset Identity Center
B FortisoC > -
B Reports Pl Business Planning & Logistics
2 Management Extensions
& System Settings

Level 35

Level 3
Operations & Control

Level 2
Area Supervisory Control
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Click an endpoint to review the details of the endpoint or the endpoint's group.

Qi -

@ Dashboard 26 Unlnown O devices x
2 Device Manager
B FortiView > Search.
M LogView > Endpoint Name & 1P Address = FortiClient UUID = | Hrdware / 05 = Software n
| @ roncvie E 00070r090000 Des
Secuty fatie 00:09:009:0c:00 Details
c“""“"" 00:09:0£09:10:00 Details
o ey e 000c29:03:bbich Details
: ;::ZC 000c29:0£0c:f4 Details
B Management Extensions 0o0c2vorocte peals
o e 000c29:14:22:c1 Details
000c29:19:40:1d Details
00:0c:29:22:04:60 Details
00:0c29:37:d7:8b Details
000c29:4adabe Details
000629769593 Details
00:06:29:20:6:09 Details
000c29:20:6¢:13 Details
000c29:ab:76:02 Details
000c:29:6:72:88 Details
000c29:c1:69:79 Details
000c29:cBifBicc Details
000c29:d2:0a:56 Details
000c29:e2:35:21 Details
000c29:cf:6c:78 Details
000c29:d:9ke5 Details

0% 26
FiEATINET

Within the OT View pane, click Custom View > Save As Custom View to create a custom view.

Save as New Custom View

Name
Public

Privacy Others can see this Custom View

@ Dashboard Gy || A i || Gramrare
= Device Manager
ic Lentry sele| Asset > b Type ~ | @ LockView | ® Hide Connection | FGVMO04TM22007757 @& < > & Custom View v
Fortiview >
8 Forivie Asset (OT)
M LogView >
|@ rorcview - e
Security Rating Business Planning & Logistics
Connectors
Asset Identity Center
B FortisoC M ...
B Reports > Business Planning & Logistics

2 Management Extensions

© System Settings

When using Fabric View > Asset Identity Center > Asset List, you can right-click an endpoint and click Show in OT view
to display itin the OT view instead of the asset list.

@ Dashboard Summary [CCSIERIUVIESS  Custom View v
B Device Manager
Assetlist  OTView
B FortiView > B
Log View N Last1Week v 2023-03-14 13:49:27 - 2023-03-21 13:49:27 2 CustomView v © Reload 3= More v
| @ Fabricview v ) Identity
Security Rating, Endpoint Name + Tags ¢ User = MAC Address & 1P Address + FortiClient UUID & Hardware / 05 & Software = vmrn
Cuitinn VAN-201601-PCO ed:54:e8:a5bbi14 172192715 8C34113128F0486BBDCO8, Details
VaN-200088471 crmsteabe 1721925360 -
B Fortsoc 3 @ Search *FortiClient UUID = SE2AC14300CD4418IDS4EIOCACASID2A"
1721921209 1721921209 g - ’
B Reports ) & Search “FortiClient UUID != 5E2AC14300CD441B9D64E30CACAS3D2A
- 17219.23.194 1721923194 EEST T
2 Management Extensions
172192250 172192250 77 DeTs
System Settings
& 172.19.24.99 172.19.2499 B7C3436168374EFDI3AFB] Details
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After clicking Show in OT view, the Fabric View > Asset Identity Center > OT View opens to display the selected
endpoint.

@ Dashboard Summary EECEIEEEIIESSY  Custom View v
B Device Manager

Assetlist  OTView
& Fortiview
B Lo View 5  Select Devices: 1entry selected | Group By Device Type ~ | @ Lock View || ® Hide Connection || Search 2 Custom View ¥

| @ Fobricview &

Security Rating 0
Level 5 @ @
Copnectory Business Planning & Logistics
Asset dentity Center 00:09:0£09:0001 00:09:0109-0:01

B FortisoC >

B Reports

- Level 4
Ml Hanegement Extensions Business Planning & Logistics

© System Settings

Level 35

Level 3
Operations & Control
/

/

]

Level 2 @
Area Supervisory Control
FGVMO02TM23001114.

FEERTINET

OT Security Risk Report

An Operational Technology (OT) Security Risk Report has been added to provide:

« Application risk analysis for OT and IT zones
 Blind-spot and hidden risks detection
¢ Purdue Model asset mapping

For example, see a sample of the report in PDF format below:

Operational Technol i F:i:ATINET
Osta Range: 20230101 0 3 1250440

EXECUTIVE SUMMARY
hi s of application risk analyss th You OT and IT zones. This document begins with a summary of these findings,

OT Zone IT Zone Purdue Model View

Total assets: 4 Total assets: 1 Total assets: 5

24 487 M e scre
[ Jrmmtm— es @ 28 oo

B CVE-2012-0754 B CVE-2005-1812

~116GB > 82227 KB
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Operational Technology (OT) Security Risk Report 1005 +

Operational Technology (OT) Security Risk Report

Data Range: 2023.01-01 0000:00 2023-03-23 12 50:44PDT (FAZ oc

OT ZONE

Total Application Vulnerabiltes: 3

Breakdown Action

-] 123 15

2233553 mm—

Breakdown Risk Breakdown Category

‘ - J T,

TOP 10 APPLICATION VULNERABILITIES DETECTED

abecom Unknown
6 cncom Unknown 98 %0 4934

©  AdobeFlashPlayerMPA Atoms.nvalid.  Buffer Errors CVE2012.0754 1 1 a

Length Memory.Corruptir

Operational Technology (OT) Security Risk Report — 00

pesesor 16

Operational Technology (OT) Security Risk Report F:i:RTINET

Rang Zlocal)
IT ZONE

Breakdown Risk Breakdown Category. Breakdown Action

‘V e

TOP 10 APPLICATION VULNERABILITIES DETECTED

©  abccom Unknown 189,680 s

©  TFTPServerBuffer Overflow Buffer Errors CVE-2005- 2 1 2
1610,CVE 2008-
1611, CVE-2010-

©  Pandorav3.1Default Admin Account | Improper Authentication  CVE-2010-4279
Access

0 At Other
Lucent OmniPCX Office Fast/SData,
CGl.Command Execution

CVE-2008-1331

©  Opensst CVE-2014-0160

Control

[

To create the report from the template:

1. Go to Reports > Report Definitions > Templates.
From the Preview column, you can click PDF or HTML to preview the report in that format.

2. Select the checkbox for Template - Operational Technology (OT) Security Risk Report.

@ Dashboard AllReports [REMSOSN Chat Library | Macro Library | Datasets

B Device Manager

+ Create New || © View i § More v Search.
R &

B Fortiview

) LogView , @ Tites La... + Description Category + '
@ Fabricview , O ETemplate - FortiNDR Breach Prevention Report e FortiNDR Breach Prevention Report FortiNDR 3
B Forisoc , O ETemplate - FortiNDR Network Anomalies Report en | Present a brief report of Network Anomalies detected by Fortinet Network Detection and Response product FortiNDR. | FortiNDR '
B Reports .| O BTemplate - Fortinet Email Risk Assessment en | Email remains a critical tool for business, as well ful for To assess your organiz. Fabric v
R TS O FeTemplate - FortiPortal User Summary Report en  FortiPortal User Summary Report. Fabric '
O ETemplate - FortiProxy Default Report en | Global bandwidth savings, cache rate, traffic and request timeline. Top 20 websites by bandwidth, bandwidth savings, cac. FortiProxy v
Advanced Settings O EeTemplate - FortiProxy Security Analysis en | User Security Analysis FortiProxy '
@ Management Extensions O [®Template - FortiProxy Web Usage Report en  Web Usage Summary FortiProxy b
4 System Settings O  ETemplate - FortiSandbox CTAP Report en | FortiSandbox CTAP Report FortiSandbox b
O FeTemplate - Fortisandbox Default Report en | Threat rating distribution, job severity timeline, maware severity of targeted hosts, top 20 targeted hosts, top 20 malwar. FortiSandbox '
O ETemplate - FortiWeb Default Report en | Top sources, sources of attacks, event categories, login events by user, top destinations, attack destinations and event tyg. Fortieb v
O  E&Template - FortiWeb Web Application Analysis Report en | Itincludes web application trends, behavior and consolidated views in a multi-FortiWeb environment. Fortiweb b

O BTemplate - FSBP Security Rating Report en  Present a brief summary report about FSBP security rating report. Security
O ETemplate - GTP Report en  GTPReport System v
O FéTemplate - High Bandwidth Application Usage Report en  High Bandwidth Application Usage Report. Application '
O ETemplate - Hourly Website Hits en | Hourly Website Hits Web v
O ETemplate - 1PS Report en | Intrusions detected by type, severity, victims, sources, blocked, monitored, attacks over http-https. Security '

v E&Template - Operational Technology (OT) Security Risk Report en  Presenta brief port about OT and IT i i i Security.

O ETemplate - PC Security Rating Report en | Present a brief summary report about PCI security rating report. Security
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3. From the More dropdown, click Create Report to create a report using the template.
You can also click Clone to clone the template and make adjustments.

To run the Operational Technology (OT) Security Risk Report:

1. Goto Reports > Report Definitions > All Reports, and double-click the row for the Operational Technology (OT)
Security Risk Report.
The Edit: Operational Technology (OT) Security Risk Report pane opens.

2. Click Run Report.
Once the report is available, click the format to view the report in.
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Index

The following index provides a list of all new features added to FortiAnalyzer 7.4. The index allows you to quickly identify
the version where the feature first became available in FortiAnalyzer.

Select a version number to navigate in the index to the new features available for that release:

e 7.4.00n page 82
e 7.4.10npage83

7.4.0

Fabric View

Connectors

Security Operations

Asset and identity

Other enhancements

Log and Report

Logging

Log forwarding

Reports

Other enhancements
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Webhook Connector to Support MS Teams on page 7

New charts in the Asset Identity Center on page 9

FortiSoC GUI reorganization on page 11

FortiAnalyzer supports FortiWeb Cloud attack logs on page 16

Support parsing and addition of third-party application logs to the SIEM DB
on page 17

Per-ADOM log rate on page 22

Fluentd support for public cloud integration on page 30

Report guidance on page 34

PCI Security Rating Report on page 36

Cyber Threats Assessment Report update on page 37
Threat Report update on page 38

FSBP Security Rating Report on page 40

CIS Controls Security Rating report on page 41
Shadow IT Report on page 42

Time zone settings per ADOMs/Reports on page 46
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Index

System

Other enhancements

Cloud Services

Cloud services

Operational Technology

Operational Technology

7.41

Security Operations

Other enhancements

Log and Report

Logging

Reports
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FortiAnalyzer GUI enhancements on page 50

Fabric of FAZ topology chart on page 54

Fabric of FAZ: member authorization with supervisor on page 56

Fabric of FAZ global FortiView support on page 61

Fabric of FAZ: Central report support and creating Fabric groups on page 63

Block out contract device from upgrading to next or major or minor release on
page 66

FortiAnalyzer supports FortiCare Elite Service on page 70

Operational Technology (OT) Security Service on page 74

OT Purdue Model in a consolidated Asset & Identity Center Dashboard on
page 76

OT Security Risk Report on page 79

Notifications for new Outbreak Alerts 7.4.1 on page 14

Support EMS multitenancy via FortiAnalyzer ADOMs 7.4.1 on page 24
Logging support for FortiCASB 7.4.1 on page 26

Logging support for FortiPAM 7.4.1 on page 28

Logging support for FortiToken Cloud 7.4.1 on page 29

FortiADC Report 7.4.1 on page 43
Default ZTNA Report 7.4.1 on page 45
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